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Setting expectations
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Åhighly  interactive  workshops  for Cyber Security and Privacy 
Innovators intended  to  :
ï to  guide  innovators  with  practical  advice,  market support  and  

information  

ïsupport  the  development  of their  business  case  

ïmotivate going  to market

ïprovide for networking amongst peers (sharing ideas and experiences, 
finding each other in the purpose)

ï field  test  the Innovation  Framework  under  development

ÅDiscover and promote starters going further (IPACSO website, 
ƛƴƴƻǾŀǘƛƻƴ ŀǿŀǊŘǎΣ Χύ

Å outputs from the 1st iteration training program feeding into a finalisedtraining 
program (supporting material)
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About IPACSO

άLƴƴƻǾŀǘƛƻƴ CǊŀƳŜǿƻǊƪ ŦƻǊ tǊƛǾŀŎȅ ŀƴŘ 
/ȅōŜǊ {ŜŎǳǊƛǘȅ aŀǊƪŜǘ hǇǇƻǊǘǳƴƛǘƛŜǎέ 
develop a structured knowledge and decision-support innovation 
framework for identifying, assessing and exploiting market opportunities in 
ǘƘŜ ǇǊƛǾŀŎȅ ŀƴŘ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ǘŜŎƘƴƻƭƻƎȅ ǎǇŀŎŜΦ Χ
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Demand for Trustworthy ICT ςSecurity Industry 
Å Cybersecurity Industry Report ς$5.2 Billion Invested Across 807 Deals Over the Past 

Five Years)
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Demand for Trustworthy ICT ςSecurity Industry
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Demand for Trustworthy ICT ςSecurity Industry
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Global Consolidation ςSecurity Industry

© F-i-R-E.eu, 2014 8



15/07/2015

5

9Private ςIPACSO BootCampClosed User Group 2015 ςnot for publication 

Innovative Cyber Security Product
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Device Monitor for Android
Botnet hunting on Android mobile devices

ales.cernivec@xlab.si, @alescernivec

ECSPI Awards: additional material to support the nomination

mailto:ales.cernivec@xlab.si
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Device Monitor features

Å Network sensor on mobile device queries the appliancefor 
ï URL status
ï list of rogue IPs which is provided by the appliance
ï Sync detections

Å On Wi-Fi networks: 
ï Email clients: 

Vrogue URLs recognized,access prevented
ï Other applications:

Vrogue destination IPs, recognized when connection is made
VConnections dropped if so configured on the SuricataIDS

Å On Mobile networks: 
ï Email clients:

Vrogue URLs, recognized,  access prevented
ï Other applications:

rogue destination IPs cannot be recognized nor access prevented since 
abhΩǎ proxy is visible as destination IP
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Available on Google Play Store

Åhttps:// play.google.com/store/apps/details?id
=eu.acdc.xlab.devicemonitor

ÅDemo videos: http:// x.k00.fr/zmprk

https://play.google.com/store/apps/details?id=eu.acdc.xlab.devicemonitor
http://x.k00.fr/zmprk
https://play.google.com/store/apps/details?id=eu.acdc.xlab.devicemonitor
https://play.google.com/store/apps/details?id=eu.acdc.xlab.devicemonitor
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Innovative Cyber Security Service
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AbuseDesk Solution
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Whatwe do
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Schematicoverview
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Innovative Cyber Security Company
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G DATA USB KEYBOARD GUARD 
andBadUSB
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USB devices generally have a good reputation - despite the fact that, since the attacks by the 
Conficker-worm, the majority of users have been aware that even USB data media can 
represent a risk for computer systems in both a company and a private environment.

In August 2014, two researchers from Berlin-based Security Research Labs (SRLabs) went a 
step further, with a new attack method named ΨBadUSBΩΦ At the Black Hat hacker conference in 
Las Vegas, they demonstrated the manipulation of USB device firmware, which is included in a 
similar format in every USB device. If the implementation of this proof of concept gets out into 
the open and reaches ǘƘŜ ΨōŀŘ ƎǳȅǎΩΣ any USB device from a mouse or printer to a digital 
camera could be turned into an attack vector in future!

At the end of September 2014, at DerbyCon, two other researcherspublished/showedthe source 
andattack code to the public in-the-wild!
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BadUSB ςWhat is it?
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Á Free stand alonetool to download now (canbecombinedwith other security software) 
https:// www.gdatasoftware.com/en-usb-keyboard-guard.html

Á Will be integratedinto our security products(beginningof next year)
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G DATA USB KEYBOARD GUARD ς
Whereis it?

https://www.gdatasoftware.com/en-usb-keyboard-guard.html
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ICT Security Innovation
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What is Verji SMS?

Å A solution to protect Smart Devices from infections using SMS as an 
infection method

Å An SMS cannot be dangerous, can it?
ïAn SMS can contain code to infect your smart device, and is invisible 

to the user
ïThey are used for:

ÅInfecting your device invisibly, making it possible to see all activity and content
ÅSeeing where you are at any given time
ÅDestroying your phone, or leaving it offline
ÅMilitary / Government surveillance
ÅIndustrial espionage
ÅFinancial fraud
ÅAnd much more

ÅWe have the ONLY solution on the market that protect you against 
all this.
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Standard reception of SMS

SMS-C

Incoming 
SMS

IP-delivery 
to server

IP encrypted 
delivery to 
app

¢ƘŜ {a{ ƛǎ ŘŜƭƛǾŜǊŜŘ ǘƻ ǘƘŜ ¢ŜƭŎƻΩǎ {a{-C system. The SMS-C will not deliver directly to the 
subscriber, but deliver the messages to your Verji SMS server for cleaning. After cleaning, 
the messages that has been cleaned will be encrypted and delivered to the handset using 
TCP/IP.

IP encrypted 
delivery to 
server from 
subscription 
devices

Verji SMS server
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Encryption options

Å9ƴŎǊȅǇǘƛƻƴ Ŏŀƴ ōŜ ŘƻƴŜ ƛƴ ŘƛŦŦŜǊŜƴǘ ǿŀȅǎ ƛƴ ǘƘƛǎ ǎȅǎǘŜƳ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ 
needs:

Å All traffic between the Smartphone app and the server is always encrypted.
Å Encryption, standard usage

Å All traffic is encrypted wtih 256 bit AES, all messages are logged on server, 
messages are re-encrypted before delivery to other Smartphone devices, sent 
ŀǎ ǎǘŀƴŘŀǊŘ {a{Ωǎ ǘƻ ƻǘƘŜǊ ŘŜǾƛŎŜǎ

Å Encryption , end to end
Å As long as a message is designed to go to another Smartphone device on the 

server, the connection is set directly between the two devices, nothing is 
logged on the server. To a non subscription device it is sent unencrypted.

Å Encryption, internal version.
Å As previous example, but here you can only send to other devices within the 

corporation, not to any external device.
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Privacy or Cyber Security Innovator
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IID brings addresses this challenge with 
secure and scalable solution based on 
existing hardware
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PUF enabled phone 

PUF: Physically Unclonable Function

Simplicity

Cost effective

Strong Authentication

Market Opportunities

Government Finance

Corporate Cloud

commerce developers
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SRAM PUFs provide an excellent root of trust

Startïup SRAM values 

establish a unique and 

robust fingerprint

Due to deep  

sub -micron 

process variations ICs 

are intrinsically unique
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The fingerprint is turned 

into a secure secret key 

which is the foundation of 

enhanced security
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PUF properties

Å Strong entropy, high randomness keys

Å Unclonable, tamper-proof

Å No keys at rest

Å Enables independent Root-of-Trust

IID Technology Benefits

Å Based on SRAM available in every device

Å No custom design needed

Å Tested and vetted for defense markets

Å Proven, robust and scalable technology

Å Available in mobile phones, USB dongle

Å Protected by over 20 patents
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Now: Strong Authentication with IID in 
flagship phones
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Uninitialized SRAM data 
within the mobile

Intrinsic-ID IP

Enabling high 
quality, securely 

stored PUF-based 
Keys

Combining mobile 

OEM and Intrinsic 

�,�'�¶�V���J�R�Y�H�U�Q�P�H�Q�W��
vetted technology

Strongest security on 

mobile device 

Natively 
implemented in 
flagship Android 
phones

Available: Q4-2014


