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CYBER SECURITY:

Cybersecurity Innovation Bootcamp
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* highly interactive workshops for Cyber Security and Privacy
Innovators intended to :

to guide innovators with practical advice, market support and
information

support the development of their business case
motivate going to market

provide for networking amongst peers (sharing ideas and experiences,
finding each other in the purpose)

field test the Innovation Framework under development

* Discover and promote starters going further (IPACSO website,
innovation awards, ...)

* outputs from the 1st iteration training program feeding into a finalised training
program (supporting material)
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About IPACSO
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“Innovation Framework for Privacy and
Cyber Security Market Opportunities”

develop a structured knowledge and decision-support innovation
framework for identifying, assessing and exploiting market opportunities in
the privacy and cyber security technology space. ...
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Demand for Trustworthy ICT — Security Industry

*  Cybersecurity Industry Report — $5.2 Billion Invested Across 807 Deals Over the Past
Five Years)

Cybersecurity Financing History: Investment Deals and Dollars
2009 - 2013
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Demand for Trustworthy ICT — Security Industry

Cybersecurity Financing History: Investment Deals and Dollars
QI 2009- Q22014
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Demand for Trustworthy ICT — Security Industry

Cybersecurity Exit History

2009 - 2013
2009 2010 2011 2012 013
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Demand for Trustworthy ICT — Security Industry
$2.3bn +47.22% 261 0%

65 $483.78M Q2'14 Q4'13

Million USD

Number of deals
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Global Consolidation — Security Industry

Top Acquirers in Cybersecurity
Rank Investor
Google
McAfee
Symantec
Cisco Systems

VMware

IBM

I
I
I
4
5
6 EMC
6
6 Trustwave

B2 CBrsichs www.cbinsights.com
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Innovative Cyber Security Product

WINNER
OF THE

2014

EDITION
P
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Device Monitor for Android

ales.cernivec@xlab.si, @alescernivec
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Device Monitor features

Network sensor on mobile device queries the appliance for
— URLstatus
— list of rogue IPs which is provided by the appliance
— Sync detections
On Wi-Fi networks:
— Email clients:

— Other applications:

On Mobile networks:
— Email clients:

— Other applications:

@ rogue destination IPs cannot be recognized nor access prevented since
MNO'’s proxy is visible as destination IP

Private — IPACSO BootCamp Closed User Group 2015 — not for publication 11

Available on Google Play Store

» https://play.google.com/store/apps/details?id
=eu.acdc.xlab.devicemonitor

 Demo videos: http://x.k00.fr/zmprk

ek

: Getiton
» Google play



https://play.google.com/store/apps/details?id=eu.acdc.xlab.devicemonitor
http://x.k00.fr/zmprk
https://play.google.com/store/apps/details?id=eu.acdc.xlab.devicemonitor
https://play.google.com/store/apps/details?id=eu.acdc.xlab.devicemonitor

Innovative Cyber Security Service

WINNER
OF THE

2014

EDITION
o
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ili! kahuna

managing security

AbuseDesk Solution
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ijlil kahuna

. managing security

What we do

na Security Management Framework

Real time Dashboards

Bg:sg;\ess M(Smgemem
curity Operafions T
Periodieke rapportages

Business Management :
& Socurity Operaions Event & Incident Management

Correlated
Event Based/Real Time

Security & IT Operations Log Management

Event based/Real Time

Vulnerability Management Policy Compliance
Security & IT Operations

State based Periadic

Preventive Security Solutions

Security & IT Operations 1]
Prwgﬂivs upgl'\unces ‘ ' -I
— LY

Digitale Kluis _ Anfi Malware Anivirus Anti-Spam

SIDILOVHd 1538 | SAIDNO ILVAOHOD | SAAVANYLS ANLSNANI | SMYT

Kahuna Security Intelligence Appliunca

i kahu

H L managing seuumy

Schematic overview

AbuseDesk System WebPage
Information for Quarantined
MappingTable Customers (‘Landing Page’)
[ Ip->CustomerlD Abuse Scorecard
per customer

To All Connectors ’
Email Server
Email: Abuse (KANA) @
(omplamts > { Switch customer to
—' @ Quarantaine
Conealled events:

tine actions
{ buseDesk
| pecific Information
Al

bout affected customers

Quarantined ISP
customers

uarantine reason and evidence
Email to customer about
Quarantine status

Quar:

Selected events
from core routers

WebPage Access
st AbuseDesk employees { To Abuse data
mail Store Use Logger, Express and
KANA email for

formational purposes

\ AhuseDesk employees

Event Flow direction
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Innovative Cyber Security Company

WINNER
OF THE

2014

EDITION
P
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G DATA USB KEYBOARD GUARD
and BadUSB

BADUSB - ON ACCESSORIES THAT TURN EVIL
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BadUSB — What is it?

USB devices generally have a good reputation - despite the fact that, since the attacks by the
Conficker-worm, the majority of users have been aware that even USB data media can
represent a risk for computer systems in both a company and a private environment.

In August 2014, two researchers from Berlin-based Security Research Labs (SRLabs) went a
step further, with a new attack method named ‘BadUSB’. At the Black Hat hacker conference in
Las Vegas, they demonstrated the manipulation of USB device firmware, which is included in a
similar format in every USB device. If the implementation of this proof of concept gets out into
the open and reaches the ‘bad guys’, any USB device from a mouse or printer to a digital
camera could be turned into an attack vector in future!

At the end of September 2014, at DerbyCon, two other researchers published/showed the source
and attack code to the public in-the-wild!

o |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
! o

G DATA USB KEYBOARD GUARD -
= Free stand alone tool tW\he F@ (ciaSbjtr?bined with other security software)

https://www.gdatasoftware.com/en-usb-keyboard-guard.html
= Wil be integrated into our security products (beginning of next year)

G G DATA USB KEYBOARD GUARD

‘The operating system reports a new keyboard:

A HID-Tastatur

This tool protects your PC against malidous devices that
pose as a keyboard. Hackers manipuiate USB sticks in this
way in order to spy on your personal data or to distribute
malware.

. | If you did NOT just connect a keyboard to your system,
o please choose “Block keyboard”. In that case, do not Use:
/ this device on any PC that is not being protected by
» G DATA LSE KEYEOARD GUARD!

How would you like to continue?

s

Alow keyboard | [ Blocckeyboard

TRUST IN GERMAN SICHERHEIT, Learn more about this topic. .

15/07/2015
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ICT Security Innovation

WINNER

PACS) EEEEVE = — -

ﬁw@RDS EDITION L el
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What is Verji SMS?

¢ A solution to protect Smart Devices from infections using SMS as an
infection method

* An SMS cannot be dangerous, can it?

— An SMS can contain code to infect your smart device, and is invisible
to the user
— They are used for:
* Infecting your device invisibly, making it possible to see all activity and content
* Seeing where you are at any given time
* Destroying your phone, or leaving it offline
* Military / Government surveillance
* Industrial espionage
* Financial fraud
* And much more

* We have the ONLY solution on the market that protect you against
all this.

c IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication 22
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Standard reception of SMS

Verji SMS server

4‘;%;2

— [ < < R e
\/ Incoming i | IP-delivery et IP encrypte
SMS to server delivery to
app
IP encrypted
delivery to

server from
subscription
devices

The SMS is delivered to the Telco’s SMS-C system. The SMS-C will not deliver directly to the
subscriber, but deliver the messages to your Verji SMS server for cleaning. After cleaning,
the messages that has been cleaned will be encrypted and delivered to the handset using
TCP/IP.

Encryption options

* Encryption can be done in different ways in this system depending on the customer’s
needs:
* All traffic between the Smartphone app and the server is always encrypted.
* Encryption, standard usage
« All traffic is encrypted wtih 256 bit AES, all messages are logged on server,
messages are re-encrypted before delivery to other Smartphone devices, sent
as standard SMS'’s to other devices
* Encryption, end to end
* Aslong as a message is designed to go to another Smartphone device on the
server, the connection is set directly between the two devices, nothing is
logged on the server. To a non subscription device it is sent unencrypted.
« Encryption, internal version.
« As previous example, but here you can only send to other devices within the
corporation, not to any external device.

( IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication 24 &
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Privacy or Cyber Security Innovator

WINNERS, B

OF THE

2014

EDITION
P
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lID brings addresses this challenge with
secure and scalable solution based on
e*ies;ienlgnh a rd Wa re Market Opportunities

& o
i}

—
Government Finance
' |
Corporate Cloud

b

N 25
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SRAM PUFs provide an excellent root of trust

Due to deep Start-up SRAM values The fingerprint is turned

sub-micron establish a unique and into a secure secret key
process variations ICs robust fingerprint which is the foundation of
are intrinsically unique enhanced security

No custom design needed
No keys at rest Tested and vetted for defense markets
Enables independent Root-of-Trust Proven, robust and scalable technology

Available in mobile phones, USB dongle
Protected by over 20 patents

=r Group 2(5

Now: Strong Authentication with IID in
flagship phones

) NTRINSICID | Enabling high

“l Cot E quality, securely
T Al | stored PUF-based
Intrinsic-1D IP

Keys

Natively
implemented in
flagship Android
phones

Uninitialized SRAM data /
within the mobile : Available: Q4-2014
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Innovative Privacy Company

WINNER
OF THE

2014

EDITION
P
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Merchant Sedicii
Appliance

Issuer 1

a m Issuer 2
e ﬁ Issuer 3
a ﬂ Issuer N

Sedicii Appliance
Aggregator &
Token Issuer
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Telco’s
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Why IPACSO (The Need)

* Comparative market strength in Europe /Globally
e Supporting ICT security industry, privacy innovators, cyber security innovators

* EU Objective - Cybersecurity strategy & Digital Agenda

— Analyse the innovation process in privacy and cyber security technologies, identifying the obstacles
and propose improvements; identify market conditions and economic

*  Widen take-up of research outcomes

* Unlock the market restrictions, reveal the incentives to create a functioning cyber
security market and increase the number of European spin offs

e contribute to the EU SRA

* increase the impact and commercial uptake of research results via innovative
financial instruments & funding methods as well as new business models.
(NISP WG3 Objective 3)

Private — IPACSO BootCamp Closed User Group 2015 — not for publication &

IPACSO Focus

Targeted to: Support Offering
Cyber Security & Privacy Cyber Security & Privacy * Innovation Support Tools/Guidance
Innovators and Researchers — Innovation Framework for Cyber Security &
Entrepreneurs Privacy

— Innovation methodologies, applied to ICT Security
— Innovation Use Cases & Best Practices
e Cyber Security & Privacy Knowledgebase
—  Market Assessment
—  Market and Regulatory Environment Analysis
—  Technology & Research Spectrum
—  Economic Incentives
* Training & support
— Innovation Bootcamps and Framework packages
* Innovation Awards

—  Marketing of ICT Security Innovators — publishing
cases/case studies

—  Representation towards Private Equity industry

( IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication &
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For Innovators

* Innovation Management Support Tools II]. ﬁ

— Provide access to State of the Art Innovation methodologies, applied to ICT
Security
— Innovation Use Cases & Best Practices
— Innovation Framework for Cyber Security & Privacy
° Ma rkEti ng SU pport Source : Innovationmanagement.se
— Provide access to Cyber Security & Privacy Market Assessment
— Market and Regulatory Environment Analysis Support
— Cyber Security & Privacy Market knowledgebase
— Cyber Security & Privacy Technology & Research Spectrum
* Facilitating identification of Inhibitors and Incentives
— Cyber Security & Privacy Economic Incentives
— Access support to State of the Art Cyber Security & Privacy Research
* Training & support
— Innovation Bootcamps and training packages
— Access to Brokers and Corporate Development Support
* ICT Innovation Awards
— Marketing of ICT Security Innovators — publishing cases and case studies
— Representation towards Private Equity industry

IPACSO Bootcamp

The Framework

IPACSO Innovation Process Themes

Core

PRODUCT

Supporting

37
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IPACSO Bootcamp

MARKET

Market Analysis —

¢ Trends & Challenges

¢ Market Overview

e Science & Technology

¢ Policy Framework & Legislation

=20
TRENDS AND CHALLENGES MARKET OVERVIEW.

MARKET ANALYSIS

Economics — r
. Cyber-secul’ity SCIENCE AND TECHNOLOGY POLICY FRAMEWORK. !
o Introduction & Basics
o Research Field
o Decision Models
o Indicators & Metrics

CYBER-SECURITY PRIVACY

* Privacy
o Introduction & Basics
o Research Field
o Preference Measurement
o Privacy Metrics

" Feonomicincentive Schemes _
ECONOMIC INCENTIVE SCHEMES 38
G |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication

Economics

IPACSO Bootcamp

Ideas Theme

CONCEPTUALIZATION

Ideas Filter
Concept Filter

39
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*  Market

* Innovation

¢ National and EU instruments / Other
material

* Framework?

* Lean Start-up?

Private — IPACSO BootCamp Closed User Group 2015 — not for publication

IPACSO Bootcamp

Business Models

1. Cost — Benefit Tradeoff
2. Business Case for Cyber Security
3. Instrument impacting on Incentives of Market Participants

41
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IPACSO Bootcamp

The Privacy Business Model

Dissecting Transaction Structures

Intermediation AcXiom sy
Cbluekai ¥
CONSUMEL  weeeremeesasssssess > FirmA b Intermediary

Direct trade

Firm 1

Consumer «——— FiIrmA \

42

Firm n
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IPACSO Bootcamp

The Privacy Business Model

Price-setting Models for Personal Data
Price-setting Mechanisms

= Mechanism design to match sellers and buyers of personal data

Take-it-or-leave-it (TIOLI), e.g. price discounts

Auction
= Mechanisms differ on who sets the price for personal data, this gives rise to
differences in uncertainty (about the price).

One of the most common mechanisms is TIOLI
43
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IPACSO Bootcamp

The Privacy Business Model

Data protection can be a competitive advantage under the following conditions:

The product comparison is not too complex

There are no price differences for the product offered by different firms

The data collection practies are obvious (!)

Personal data is verifiable and is in fact verified (giving rise to privacy concerns)

Price-setting mechanism is TIOLI

44
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IPACSO Bootcamp

Lean Startup

22
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IPACSO Bootcamp

A\
vV =¢

Google Wave

Build it, and they will come...
(good products = big bucks)
Right? .

o |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication &
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IPACSO Bootcamp

Startup is more than product alone

a’
L;~

What do you need for a successful business? =

( IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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IPACSO Bootcamp

Tool: Business Model Canvas

Who will How do

KEY PARTNERS ** KEYACTIVITIES  ** VALUE

What do
helpyou? youdoit? youdo?  you

Who do
you help?
e INteract? ee cysromen

How do

PROPOSITION SEGMENT

CUSTOMER
RELATIONSHIPS

What How do
. START .
do yo7u ;STARY ¢ Riyou r(;ach
need? - . them?
Lod . ®® DISTRIBUTION Lad

KEY RESOURCES CHANNELS
What will it cost? How much will you
COST STRUCTURE ma‘ke?

REVENUE STREAM

48
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IPACSO Bootcamp

Market Technology

= Who is your target audience, and what characteristics
do they possess?

= How can you reach this target audience?

= What part of this target audience is likely to buy your
product?

= At what price are they willing to buy this product?

= Which organizational structure is needed to bring this
concept to market?

= Do we already have the right structures in place?

= What is the cost of setting up these new structures?

= Do we have the right corporate culture for bringing this
concept to market?

= Do we have the right people to transform this concept
into a real product?

= What is the cost of retraining existing staff, or the cost of
hiring new staff with regards to this new product?

= What technology is needed to turn this concept into a
full marketable product?

= What technological constraints are there?

= Which technologies do not yet exist?

= How easy are technologies that do exist to come by?

= What is the cost of these new and existing technologies?

Organization Financial

= NPV —Net Present Value
= ROl - Return on Investment
= IRR - Internal Rate of Return

( IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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IPACSO Bootcamp

EXAMPLES OF TRENDS IN THE PACS ENVIRONMENT
P E S T L E

Political Economic Sociological Technological Legal Environmental
*  Geopolitics and = Inwestment = Datwiy »  Infrastructure *  Movement from * Geographical
national ity @y i P ingly 0 Ccreate pli brused A 0
i increasingly investing heavily stored inthe new attitude towards with respect to-PACy
influenced by v security coud secuwity/privacy genuine fear of nnovation.
technology innovation. threaty. security threaty.
developmenty *  Conswmers are = A significant
(and security = Economic increasingly = New macro ICT *  General increase of skilleds
concerns). incentives ands awareof technology v security PACs personnel
disincentives security/privacy concepty. related policy existy.
* Cybercrime have av strong ssues; but are not and regulation -
finded by v onWPACy yet willing to-pay = Big Datwasw particularly i = Links between
governmenty or innovation. for security tech: security enabler. relationto-dato energy and
corporations: protection resoturce
= Aneederistyto + Increasing trust = Big Datwasa 1 inability, and
+ Conflictyof hold PACS is being placed privacy threat. security/privacy
interest within vendors move owICT vendors. = Societal/Legal needs awe
nati 1/p bl = Evolving cyber notions of increasingly
national the + Bring-Yowr-Own- threat landscap p 1 ity b 7
intellig ity/pri Device. and privacy are: commonplace:
agencies: risks/costy that = Increased M2M ing re-
are incwrred by *  Notiowof ‘online communication evaluated inline:
their customers. identity’ may threater with te
0 privacy.
+  Thesharingof
ity + Movement from
security” to-
organiggationy “active defense’.
receivey move 50
attention
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IPACSO Bootcamp

CHECKLIST PESTLE ANALYSIS

P E S T L E

Political Economic Sociological Technological Legal Environmental
= Political stability = Labor cost = Demographics = Research funding = International = Environmental
®=  Trade regulations = Interestrate = Lifestyle trends = Recenttechnological legislation changes
= Taxation = Inflation = Consumer attitudes developments = Anti-trustlaw = Climate change
= Industrial safety = Specificindustry and opinions = Impact on cost = Intellectual property = Lawsregulating
regulations factors ®  Leisure interests structure protection environment pollution
= Productlabeling = Distribution trends = Ethicalissues *  Rate of technological = Consumer = Airand water
requirements * Monetary issues *  Education diffusion protectionand e- pollution
*  Etc ®  Economy trends *  Fashionand role ®  Maturity of commerce * Recycling
®  General taxation models technology *  Data protection * Waste management
*  Unemployment rate = Buying accessand »  Consumer buying *  Healthand safety = Attitude towards
= Etc. trends =  Licensing, pattents law renewable energy
= Advertisingand »  Technology = Etc " Etc.
publicity legislation
*  Etc. = Etc.
51
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IPACSO Methodological Approach

PACS Market Analysis

Innovation Models/ Inform
Methodologies IPACSO
Framework

PACS Economics

Private — IPACSO BootCamp Closed User Group 2015 — not for publication

Underpinning the IPACSO Framework

PACS Knowledge Base

— Market Analysis
— Innovation Models/practices
— Economic Incentives

Identifying and Connecting European Cyber Security & Privacy
Innovators

— Workshops, conferences

— Active participation in activities : NIS, CPDP, Infosecurity, CSP Forum ....
Promoting Cyber Security & Privacy Innovations

— Promoting IPACSO through Cyber Security & Privacy Innovations
Training Bootcamp Program

— feed best practices back into the community

— Measure/ validate the take-up for the IPACSO Innovation Framework

15/07/2015
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Market) Opportunity
( \WNay out
% Salida a@ﬂ
¢ Drivers for M&A activity 2014-2015 Source: AGC Europe, June 2014
— Further consolidation — effective to drive shareholder value
— Record amounts of “dry powder” for around $ 1 trillion (committed, but not invested capital)
— Macro-economic and political uncertainty, pent up demand from acquirers to close deals

— Technology companies records levels of cash, some of the bigger ones holding over $ 50 billion in cash &
equivalents

* Markets :

— Antivirus :
*  WW endpoint security market to increase at 7.6% CAGR, to reach $ 11.6 billion in 2016
* Corporate endpoint security market to reach $ 5.1 billion by 2016
«  Within corporate market, security suites are forecast to grow at 12.7% CAGR to reach $ 2.8 billion by 2016
«  Drivers for growth with consumers : convert from free to paying, convert non security users
— European Security :
* Not about if, but when

« Cyber security market to grow from $ 95.6 billion today, to $ 155.7 billion by 2019 with CAGR of 10.3% over 5
years

« Drivers : cloud-based services, wireless, government mandates (regulations), cyber crime in public utilities
*  Fraud detection & prevention to double to $7.5 billion by 2018 (from $3.6 billion)
* Personal and corporate data risk fuels mobile security, to reach $14.4 billion by 2017

* Managed security to grow 45% over next 5 years, driven by increase in volume, variety, complexity of threats
and erasing network perimeters (BYOD)

* Identities stolen —493% increase from 2012
Cost of data breach increased 15% to average $3.5 million in 2013

15/07/2015
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Interest/investment Ratio

Opportunities for PaCS Globally

0

of pressing
High Level of Interest # Cloud Security *
Data Security ¢ Mobile Security
80
Vulnerability
] Management (catit
s Polioy-Based o [Ty g Seauty o sgpication
Security ¢ " vinualization Y Network Security
Social Media ¢ and Security .
40 and Secwlly o Security o & Endpoint
Social and Services Security
Collaboration "\
Security . Operational
30 - Secure Software * Technology Security
Development Life  Physicaland  (Intemetof Things
Cﬁ,c,e IT Security Security) # Secure Gateways
Convergence .
Employee
20 Monitoring and
Surveillance
10 4
Percentage of Those Highly Interested That
Actually Plan an Investment Increase >10%
[
15 20 25 30 3s 40 45 50

Figure 1.4 — PACs technology inferest vs spending intentions (Source: Gartner)

Private — IPACSO BootCamp Closed User Group 2015 — not for publication &

EU market (2014) - €16.5bn Global market (2014) - €62.4bn

CAGR CAGR
9.9% 13.4%

EU market (2020) - €25.1bn Global market (2020) - €111.2bn

~26% share of global market at present
Decrease to ~23% predicted by 2020

Source: Frost and Sullivan (2014)

( IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication &
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Growth Trend

Global
market
2013 2014 2015 2016 2017 2018 2019 CAGR share
{UsD, $bn)|(USD, $bn) | (USD, $bn) | (USD, $bn) | (USD, $bn) |(USD, $bn)|{USD, $bn)| 2013-19 | (2014)
North America 37.4 41.2 44.7 48.5 52.6 57.1 61.9 B.5% 43.1%
Euope 23.2 25.0 26.9 28.8 30.9 33.1 35.5 7.2% 26.2%
Asia Pacific 14.8 17.0 19.4 2232 25.3 28.9 33.0 14.1% 17.8%
Middle
EastfAfrica 6.2 7.1 8.0 9.1 10.4 11.8 13.4 13.7% 7.4%
Latin America 4.5 5.3 6.2 7.3 8.6 10.1 11.9 17.6% 5.5%
GLORA {TOTAL) 86.1 95.6 105.4 116.2 128.1 141.3 155.7 10.3% 100.0%

Source: http://www.researchandmarkets.com/reports/2820909/cyber-security-market-global-advancements

o |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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Trends Driving PACS Growth

Increased Threats -More pervasive technology (mobile, 10T, Cloud)
-Technology standardisation (e.g. Cl -> SCADA)
-Varied threat actors (small-time hacker, organised
gangs, nation state level)

Increased Regulation -e.g. Data Protection Regulations , NIS Directive, etc
Increased Security -Increased security outsourcing (small + mid-sized orgs)
Spending -Increased internal spend (large orgs)

Increased Awareness in -Increasingly not just about compliance, more genuine
Organisations fear of threats and security breaches.....

Data Explosion Privacy Risk vs Security Opportunity?

o IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication &
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PACS Segments

BY SECURITY TYPE BY SOLUTION BY SECURITY SERVICE
Identity And Access Management (IAM) .
Consultin
Network Risk And Compliance Management &
Encryption . .
i Design and Integration
Endpoint Data Loss Protection (DLP) & &
Application Unified ThreatF_IVIanaﬁement (UTM) Risk and Threat
. frewa . Assessment
Antivirus And Antimalware
Content/Data IDS/IPS
S itv And Vul bility M Managed Security
Wireless ecurity An ) ulnerability Management Services
Disaster Recovery
DDOS Mitigation - .
Training and Education
Cloud Web Filtering &
Etc...
etc....

« |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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PACS Segments

BY INDUSTRY VERTICAL BY VALUE CHAIN ROLE
(PACS SUPPLY SIDE)

PACS VENDOR
PACS SERVICE PROVIDER
ICT INTEGRATOR
ICT INFRASTRUCTURE PROVIDER

Aerospace, Defence, And Intelligence
Government (Excluding Defence) And Public Utilities

Banking, Financial Services, And Insurance (BFSI)

Telecom & IT BY INNOVATION ROLE
Healthcare INNOVATOR
Retail ENABLER

Manufacturing END-USER

Others INFLUENCER

G IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication %
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Concept
Development
Exercise: Mapping
your ideas

o |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication ‘z
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Opportunities for PaCS Globally

Interest/investment Ratio
70 .

of
High Level of Interest 4 Cloud Security R
Data Security ¢ Mobile Security
80 -
Vulnerability
%0 Policy-Based . Management o ::;I‘;;';!; . Agpfica!iun
Security +  virtualization eoutty Network Security
Social Media ¢ and Security *
40 4 and Security ¢ Security o Endpoint
Social and Services Security
Collaboration
Security * Operational
2 Secure Software * Technology Security
Development Life ~ Physical and (Interet of Things
Fhs ¥ Seouity Security) # Secure Gateways
Gonvergence *
Employee
20 4 Monitoring and
Surveillance
10 4
Percentage of Those Highly Interested That
Actually Plan an Investment Increase >10%
o
15 20 25 30 35 40 45 50

Figure 1.4 — PACs technology interest vs spending intentions (Source: Gartner)
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Segmentation by type (USA)

Yov
a2 N3 | Share of PACs | growth
{U1SD), $bn | {U1SD, Sbn}| market (2113} | (%)
81 85 14.6% 5.2%
Firewalls {General + Next Gen) 5.4 5.8 9.9% 8.2%
Consumer Seaurity Products 45 43 8.4% 6.0%
Idertity and Accass (1AM a4 43 8.3% 10.0%
Consulting Services a4 4.7 8.1% 7.5%
conp i 3.4 3.7 6.3% 7.1%
Email Gateway 2.4 26 4.5% 7.2%
weh Filtering 2.0 21 3.6% 6.6%
i fon Sy 19 19 3.3% 2.5%
seaxity fon and Event 14 16 2.7% 11.2%
ility 0.9 10 17% 10.0%
Policy and Comgl 0 0.9 1.0 1.7% 9.9%
AN 0.7 07 1.3% 2.9%
Proact it Risk 0.5 [ 0.9% 5.0%
Forensics 0.3 04 0.6% 21.0%
seaity Device 0.2 0.2 0.3%
Other C: s (012, 2013) 12.1 13.8 23.7% 14.2%
536 83 woex | 7%

Private — IPACSO BootCamp Closed User Group 2015 — not for publication

Security Spending

Percentage of Annual Security Budget — Which tech?

Identity
management

8%

Content security MNetwork security
9% 21%

Client threat
management
9%

Data security
Risk and compliance 17%
management
10%

Security operations

Application security
Q,
2% 14%

Source: Forrester, June 2013, survey of 2000
US and European Security Professionals

57% - want to buy
their security from
one vendor

-have best-in-breed,
simplify integration!

-M&A driver

-small PACs vendors —
need pipeline, large
tech vendors need
access to new tech

( IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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PACs Innovation - Challenges

Complex, high-tech solutions -Repeat entrepreneurs, stay in the industry
-Not young Harvard MBA grads

HUGE array of products and sub  -YOY RSA conf. increase at RSA conference -340
categories vendors in data security category alone!
-Vendors + customers : differentiation?

About risk reduction, not ROI -Buy now so in case bad happens later — difficult!
-More advanced security tech ->> linear benefit?

-Combine PACs benefits with other ROl benefits?

o |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication %

PACs Innovation - Challenges

Process, not product -Consultancy and partnerships vital for sustained
advantage

Environment + Access -Access to hardest problems (Military? Large orgs?)
Testbeds?

Moving from prototype to -End user adoption difficult — trust issues, usability

deployment issues, performance, save time etc)

o IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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Cyber Security “Clusters”

Why a global cyber-security firm chose Cork
over London for its European base /
O LARGEST SECURITY ADESTOMA

eSentire plans to hire 100 staff for its new Irish operation.

CLUSTER IN EUROPE

ay 27th 2015,3:30 PM @ 16,426 Views @ 1

f Share 16 & Tweet 63 EX4 Email 29

Updated 15.30

THE NETHERLANDS

CANADIAN CYBER-SECURITY
FIRM eSentire knocked back the
opportunity to expand its London
Dase in favour of setting up a
new Eurcpean headquarters in
Cork.

‘We evaluated several different
locations when we were making

Malvern Cyber Security

Malvern Cyber Security Cluster

our decisions,” company vice-
president Exic Ritter told
TheJournal.e.

Vi0010101011010011010101010 10
“What Cork and Ireland offered — most specifically Cork - was access to some tremendous
talent.”
IDIDIUIDH]D]
001070 a4 70,0011700700007
01010
0101000 11007
o , 10187315

‘The fast-growing company, which in October took in CAD$14 million (€10.3 million at
today’s rates) in investment, has tripled in size over the past three years and already had
two offices in Canada, as well as operations in New York and London.

Additional help?

eMarketing Workshop sday 18th June 2015 - Limerick nare: 1 @ B is' infosecurity :

ireland

the works}

QOur Ex

¢ eland Iotemet Marketing Unk s 0 event for chents This event ‘Digha!
Strategies for International Markets wil o o Vet T4 ket b
gae
‘ e
e
(] oty s
1germaet. Secerty md Torat
m P—— C
s
~ b EE]
i :.e,.mon-.m:
o ntormations Market S Gty €~ INFORMATION o
SECURITY
antent Right g ~N

— ol .

oo Besponse Oata Sacarty
forenscn & edecovery
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PACs Innovation — Formula?

Customer?
Market?
Right product?
“The idea”

Innovation process?
——) Idea generation/harvesting?
Incentives?
T — Innovation culture?
Stakeholders?
Skills?

Funding?
“The ecosystem” Mentoring?

q |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication

IPACSO Bootcamp

Helicopter Overview

IPACSO Innovation Process Themes

Core

Supporting

G IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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IPACSO Bootcamp

Ideation PESTEL, 9 Forces, McKinsey 7 S

«  Market Scanning Techniques | Framework, SERVO Analysis,
«  Problem Definition Forecasting and Roadmapping,

. dea G . dc Problem mapping, Ideation Methods,
Idea Generation and Capture | 1,5\ pelphi, SCAMPER, 6 Thinking
¢ Idea Assessment

Hats etc...
Conceptualisation Prototyping, Blueprinting,
* Concept Development Business Model, Business Road
*  Problem-Fit Assessment Test, Business Case Procedure
*  Feasibility Assessment etc...
Portfolio Management Financial Methods, Business
Resourcing, evaluating, Strategy Methods, Bubble
selecting, prioritising, diagrams, Scoring Models

accelerating, killing, de-
prioritising innovation concepts
(projects)

q |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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IPACSO Bootcamp

Concept Development
Exercise: Exploring the
Business Model

G IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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IPACSO Bootcamp

The (Cyber) Security Business Model

Cost — Benefit Tradeoff usiness Case for Cyber Security
Costs Benefits biective: b 5
Purchase costs/in- [ Potential decrease in  security Obijective: DZERSElVRELSEaNTY
house R&D incidents & cybercrime losses
Alternatives New PACS 0ld PACS
Administrative Potential increase in trust of Technology Technology (update)
costs customers (1) (2)

Opportunity costs Potential reduction in costs of liability

;&:;?,:t‘zllu;ncrease in reputation & Comparison Cost-benefit versus Cost-benefit

- - — tradeoff of (1) tradeoff of (2)
Protection from unfair competition
(industrial espionage;
Potential reduction in switching of Choice of either (1) or (2), allocate resources
customers to competitors i . :
Increase in compliance (if a security Post-implementation audit

duty of care is mandatory)

o |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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IPACSO Bootcamp

The (Cyber) Security Business Model

Instrument impacting on Incentives of Market Participants

Character of instrument Instruments

Mandatory Adjustment of liability of firms for duty of care / diligence
Data breach notifications
Install and clarify property rights to personal data

Mandatory or voluntary Trust marks and technical security seals
Information sharing of incidence information
Promotion of cyber insurance
Care and diligence standards

Voluntary Privacy by design and security by design
Increased tax credit for cybersecurity investments
Accelerated cost recovery reductions on cybersecurity investments
Funding of research projects at firms

Other measures Establish personal data as economic valuable
Increase consumer education with regard to data protection/privacy, increase
awareness of risks
Create risk awareness among firms

‘ IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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Exercise: Business Model i?g:;,,,.,
. £-
Generation

IPACSO Bootcamp

Tool: Business Model Canvas

The Business Model Crmv‘"

- - —T Automatie -
Key Pariners G| whaewttt | vl Py T | oot P i
‘ you need to Communities?
YARST ?
ik what do you Who are
Who et You offer? your
partuer with? Value? customers?
unigqueness?
i » )]
L £
What do you How to
need to build communicate §
up? deliver?
| o
Cost Structure <k Revenue Streams How will C
what are You make
vay costs? momney?
s businessmodelgenerari m— T
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KEY PARTNERS KEY ACTIVITIES VALUE PROPOSITION CUSTOMER
RELATIONSHIPS

KEY RESOURCES CHANNELS

COST STRUCTURE REVENUE STREAMS

« |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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IPACSO Bootcamp

CUSTOMER SEGMENTS

* Project Planning

Project planning and
management techniques,
Prince2, PMBOK,
Innovation Management
and Measurement
techniques ...

Development
Methodologies -
Waterfall, SCRUM, Agile
and Product-Service
Systems, Lean...

* Product
Elaboration

* Product
Exploitation

PRODUCT

Supply chain
stages/activities ,
Production, Distribution,
Marketing, Sales, After-
sales, Product lifecycle
management...

Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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IPACSO Bootcamp

Startup is more than product alone

e iss

%, —
\ N
o 0;6

WHO IS
BUYING?

V) o
5
o\
o
revenye

& o o &% WHY ARE YOU
m Ewr:anLNgl'ji = % %’}@f? > L WORTHBUYING
? " o X & DIFFERENT?

unique
F_—
value prope pilior

HOW WILL YOU REACH
CUSTOMERS?

IPACSO Bootcamp

Lean Startup Development
Methodology (Reis)

{ e ) ~ N [ oo }— 2
& / \ A

State
Hypotheses

s . \ Free &Open So
Minize total time | s

through the loop

" ;
‘
i
‘
p
\\ o _~
—~
)

Measure Faster

Pivot or
persevere
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IPACSO Bootcamp

}j Problem-solution fit

State
Hypotheses

Problem

- - 218 top 3 customer problems?

do | know who they are & how to reach them?
— Pain level: must have vs nice to have
— Segment? Early adopter?

i — Awareness: active vs. latent
— Roles: user, economic buyer,

influencer, saboteur? — Alternatives : how do they deal with
— How do they search for products? these problems today?
Solution

top 3 product features?
Do they solve the top 3 problems?
Barriers to adoption (e.g. fit/integration with existing workflow)?

Is my price accepted?

o |PHCSU Private — IPACSO BootCamp Closed User Group 2015 — not for publication &

IPACSO Bootcamp

Talk to your customer

A 15t problem is...
Does this resonate with
you? How do you deal
with it today?

Is it a must-have?...

Experiment

Would you pay €xx a
month to use a tool like

. . this?
This is how our solution looks today

(screen per problem).

Which of the screens resonated the
most? Which could you live without?
Are there any additional features you
think are missing?

15/07/2015
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IPACSO Bootcamp

Build MVP’s

Minimal Viable Product

* Build a prototype

* Can range from a pen and paper
prototype, blueprints etc. to a
demonstratable working prototype.

* Measure the response through qualitative
or quantitative research methods such as
observations, user-experiments.

Private — IPACSO BootCamp Closed User Group 2015 — not for publication

IPACSO Bootcamp

What is a pivot?

* Change of an aspect of a business
model

— Successful startups change
direction quickly

— Based on learning

* Grounded in the vision

— They keep one foot in the past
and place one foot in a new
possible future

( IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication

Customer problem pivot: same product, same segment, different
problem
Starbucks : started selling coffee beans & espresso makers
Technology pivot: repurpose the technology to solve a more
pressing or marketable problem
Product feature pivot: remove features for focus, or to add
features for a more holistic solution
pay close attention to what real customers are doing
Revenue model pivot
e.g. from a premium customized, to a low price commoditized solution
e.g. from a one-time sale to monthly subscription or license fees
e.g. razor versus blade strategy
Sales channel pivot: use lessons learned from customers to switch
from direct sales
E.g. distribution channel, ecommerce, white-labeling ...
Product versus services pivot: if products are too different or too
complex to be sold effectively to the customer with the problem
bundle support services with the product, education offerings...
Major competitor pivot: react when a major new player or
competitor jumps into your space

(] L
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IPACSO Bootcamp IEE

* Process Types Generations of

innovation processes,
Linear, phased, stage-
gate, coupling, cyclical

models.
* Process Maturity Business Process
Management Maturity Level (BPMM),

Process and Enterprise
Maturity Model
(PEMM), Innovation
Measurement/
Scorecards

Private — IPACSO BootCamp Closed User Group 2015 — not for publication

IPACSO Bootcamp

Setting the Scene

Source: Eleveens (2010)

Research
Land

“Valley of Death” —
Source: Maughan et al. (2013) ?:‘;’j N ——

Product/ Launch/
Idea Process Continuous

Source: A.T. Kearney( 2006) www.improve-innovation.eu

‘ IPHESU Private — IPACSO BootCamp Closed User Group 2015 — not for publication &
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IPACSO Bootcamp

Evolution of Innovation Modelling

Model Generation Characteristic

Technology push  First Simple linear sequential process, emphasis on R&D and
science. The initial impetus is the progress in technological
ability.

Market pull Second Simple linear sequential process, emphasis on marketing, the

market is the source of new ideas for R&D

Coupling Third Recognizing interaction between different elements and
feedback loops between them, emphasis on integrating R&D
and marketing

Interactive Fourth Combination of push and pull models, integration within firm,
emphasis on external linkages
Network Fifth Emphasis on knowledge accumulation and external linkages,

systems integration and extensive networking.

Open Sixth Internal and external ideas as well as internal and external
paths to market can be combined to advance the
development of new technologies

Private — IPACSO BootCamp Closed User Group 2015 — not for publication &
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IPACSO Bootcamp

Snapshot: Approaches to Innovation

Open Innovation Cross-Functional Teams Funding /Exploitation Routes

Funding

* EU: FP7/H2020

* National programmes

* University collaborations

* Commercial/contract research

Process:

* End to end phases (idea -> launch)
* Cross-functional

* Stage gate

* Open Innovation

Exploitation:

* Technology transfer
* Supply chain

¢ Licensing

¢ Incubations

* Spinout

15/07/2015
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IPACSO Bootcamp

* Selecting the Right Team roles in the innovation
People — developing value chain
innovation teams

* Human Resource Organisational level actions,
Management Innovation stage actions

* Managing, motivating
and rewarding

innovators
* Key Stakeholders/ PACS clusters, Policy
Individuals Framework, Standards and
Legislation Actors and
Initiatives
¢ Relevant PACS related Listings of cyber security
organisations associations in Europe

Private — IPACSO BootCamp Closed User Group 2015 — not for publication

IPACSO Innovation Awards IPACSO Innovation Bootcamps

* 2" European Privacy & Cyber * Interactive workshops for Cyber
Security Innovation Awards Security and Privacy

Innovators/researchers intended to:

*  Registration process open: www.ipacso.eu/ .
— field test Framework components

+  Award ceremony will be taking place October under development
22 at Living Tomorrow, Brussels, Belgium — guide innovators with practical
advice, market support and

¢ 7 categories: information
Innovative Cyber Security Product .
Innovative Cyber Security Service - support the development of their
Innovative Cyber Security or Privacy business case
Research : .
Innovative Cyber Security Company — motivate going to market
Innovative Privacy Company — networking amongst peers (sharing

ICT Security Innovation

Privacy or Cyber Security Innovator ideas and experlences)

*  Bootcamp schedule: www.ipacso.eu/

Innovation
Awards

Private — IPACSO BootCamp Closed User Group 2015 — not for publication
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Other ad-hoc recommendations

* Register as an evaluator with EU Commission
for competitive funding

* Register your company with the Commisson

* Join some of the linkedin groups or innovation
cluster

csu Digital Enlightenment Forum 2015

Next steps

* Feedback — short questionnaire
* Follow-up workshop /online meet-up

o IPHESU Digital Enlightenment Forum 2015
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