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About IPACSO

“Innovation Framework for Privacy and
Cyber Security Market Opportunities”

develop a structured knowledge and decision-support innovation
framework for identifying, assessing and exploiting market opportunities in

the privacy and cyber security technology space. ...
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Innovation Models




Supporting Trustworthy ICT

Analyze the innovation Identify obstacles Propose improvements,
process in privacy and market conditions and
cyber security economic incentives to
technologies invest in ICT security

Source : Sage, Innovation Process; Cranfield, Advanced Marketing Planning, InnovationCrescendo
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Targetted to

Cyber Security & Privacy Cyber Security & Privacy
Innovators and Researchers
Entrepreneurs

Policy Makers
& Research Agenda
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Innovator Decer?od:;tent A OPTNY y
IPACSO
Innovation Methodologies State
of the Art
Cyber Innovation Framework
Security & Market & Regulatory
Privacy Environment
Research Industry Analysis

Technology and Research
Bootcamps Framework
Innovation Bootcamps

ICT
Innovation Securlt_y
Support Ecopqmlcs
Expertise ~ Inhibitors
and
Incentives
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For Innovators

* Innovation Management Support Tools I|]. ﬁ

— Provide access to State of the Art Innovation methodologies, applied to ICT
Security

— Innovation Use Cases & Best Practices
— Innovation Framework for Cyber Security & Privacy
* Ma rketing Su pport Source : Innovationmanagement.se
— Provide access to Cyber Security & Privacy Market Assessment
— Market and Regulatory Environment Analysis Support
— Cyber Security & Privacy Market knowledgebase
— Cyber Security & Privacy Technology & Research Spectrum
* Facilitating identification of Inhibitors and Incentives
— Cyber Security & Privacy Economic Incentives
— Access support to State of the Art Cyber Security & Privacy Research
* Training & support
— Innovation Bootcamps and training packages
— Access to Brokers and Corporate Development Support
* ICT Innovation Awards
— Marketing of ICT Security Innovators — publishing cases and case studies
— Representation towards Private Equity industry

3/11/2015
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MORE THAN e TRAINED cyber security innovators

6000 visitors registered for
per month Innovators Awards

> TO LS framework

THE AUTHENTICATION COMPANY
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materialized -
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For starters
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IPACSO Bootcamp

The Framework

IPACSO Innovation Process Themes

Core

PRODUCT

Supporting
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IPACSO Bootcamp

MARKET

Market Analysis —

¢ Trends & Challenges

* Market Overview

e Science & Technology

¢ Policy Framework & Legislation

; N
TRENDS AND CHALLENGES MARKET OVERVIEW.

MARKET ANALYSIS

Economics —
. Cyber-Security SCIENCE AND TECHNOLOGY
o Introduction & Basics
o Research Field
o Decision Models
o Indicators & Metrics

CYBER-SECURITY

* Privacy -
o Introduction & Basics

o Research Field

o Preference Measurement

o Privacy Metrics

Economics

e Economic Incentive Schemes
11
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IPACSO Bootcamp

Ideas Theme

CONCEPTUALIZATION

Ideas Filter
Concept Filter

12
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IPACSO

CYBER SECURITY:

Why IPACSO?

Su Cyber Security & Privacy Innovation Awards 2015 — Public 13 &
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PACs Market Growth

/:2"%
** ok e
*
. s
*
*aE )\

EU market (2014) - €16.5bn Global market (2014) - €62.4bn
CAGR CAGR
9.9% 13.4%
EU market (2020) - €25.1bn Global market (2020) - €111.2bn

~26% share of global market at present
Decrease to ~23% predicted by 2020

Source: Frost and Sullivan (2014)

o IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public 14 &
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Security Spending

Percentage of Annual Security Budget — Which tech?

Ientity 57% - want to buy
management ’ :
8% their security from
Content security Network security one vendor
9% 1%
-have best-in-breed,
Client threat S .
!
management simplify integration!
9%
) -M&A driver
Data security
Risk and compliance 17%
ma"?g;fﬁme”‘ -small PACs vendors —

Application security
12%

Security operations
14%

Source: Forrester, June 2013, survey of 2000
US and European Security Professionals

o |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
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need pipeline, large
tech vendors need
access to new tech

PACS Segments

BY SECURITY TYPE BY SOLUTION BY SECURITY SERVICE
Identity And Access Management (IAM) .
Consultin
Network Risk And Compliance Management &
Encryption . .
i Design and Integration
Endpoint Data Loss Protection (DLP) & &
Application Unified Threat Management (UTM) Risk and Threat
- Flrewalll Assessment
Antivirus And Antimalware
Content/Data IDS/IPS
. dvul bili Managed Security
Wireless Security An .Vu nerability Management Services
Disaster Recovery
DDOS Mitigation - .
Training and Education
Cloud Web Filtering &
Etc...
etc....

( IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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European ICT Security Industry Fragmentation

. lafiliere qui compte prés de 700 acteurs ..

UK Trade
& Investment

ACHAT DE PRODUITS DE SECURITE ET
DE SERVICES DE CONFIANCE QUALIFIES

| F
dans le cadre du référentiel général de sécurité ! X ﬁ ) g
- 12,380
n 1
J

! The UK has an estimated
L 1! 2,380 companies in cyber
security 1

i m\\\\'*' I“
W/
Cyber Security

The UK's approach to exports
J|BUSINESS

I
lcrent]

~F
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The Second Valley of Death

Lifecycle of a venture

Posearch Grants | Developmant | Frisncs, Famir & | Anget Captat | Private Gauty, | PO, Marger,
Qrants L o3 tvestons WVenture Caplal SISV | Project Financing | o Acquisien,
. feg sarg 58500  |#S084000 | [Sa00k-SM -s500) )
Funding
o [ ——— ? et |
am “Valley of Death’
Basc Resoarch Aoret Proof of Working Product
Resewcn Congt:  Provipes introdcoen
Stage of Taget | Foundng Ergmsermy
Markat Team Protonpes
Vori Wniness Suppiar Productson Reverwe
Development P Contracts Prowatypes Grown
Ourdumos
Contracts
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Demand for Trustworthy ICT — Security Industry

* Investors put 4.6 Billion USD into cybersecurity startups in the last 2 years

Global Cybersecurity Financing History: Investment

Deals and Dollars
2010- Q22015

E2CBuscin: wiwcbinsights.com
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Demand for Trustworthy ICT — Security Industry

Cybersecurity Financing History: Investment Deals and

Dollars
QI'l0-Q2'I5 -
59 sg 5l
53
51 52
47 49
40 42
%
33
27 - 5
23 Z
- 519 . o . B
3141 M 5130
8 . .\: i Q R . ~ N ;\ \\' . W3 N 8 s \\' ‘)'-. _\-. _\\“-. $ <\x 5 n .\\\ R ] ,\
—rvestments(5M)  —=Deals
==CB NSIGHTS www.chinsights.com
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Demand for Trustworthy ICT — Security Industry

Cybersecurity Financing Deal Share
By Stage,2010- Q22015

5% 1%

10%

2013 2014 2015YTD

==CBI.\5|G.”5 WSeed/ Angel W Series A MSeries B Series C  MSeries D W Series E+ W Other www.cbinsights. com

(IPHCSU Cyber Security & Privacy Innovation Awards 2015 — Public

Demand for Trustworthy ICT — Security Industry

Cybersecurity Financing Dollar Share
By Stage, 2010- Q22015

2013 2014
®WSeed/ Angel ®Series A mSeries B Series C mSeries D WSeries E+ W Other

»,
=. CBinsiGHTS www._cbinsights.com
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Investment — typically Larger Funds

Most Active Cybersecurity Investors: 2010-Q2'15

1 Intel Capital

2 Kleiner Perkins Caufield & Byers
Z Andreessen Horowitz

2 Accel Partners

3 Bessemer Venture Partners

4 Google Ventures

5 Norwest Venture Partners

5 New Enterprise Associates

5 Sequoia Capital

5 Lightspeed Venture Partners

B2 CBinsiGHTS
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Early Stage Investors

Most Active Early Cybersecurity Investors: 2010-Q2’15

1 Andreessen Horowitz

2 Google Ventures

2 Accel Partners

3 Kleiner Perkins Caufield & Byers
4 SV Angel

4 Norwest Venture Partners

4 Bessemer Venture Partners

5 Founder Collective

5 Data Collective

] New Enterprise Associates

B CB NsIGHTS

( IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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IPACSO

CYBER SECURITY:

Cyber Security & Privacy Challenges
in 2015 & beyond

o |P csu Cyber Security & Privacy Innovation Awards 2015 — Public

IBM Security

Intelligence. Integration. Expertise

3 macro level themes to disrupt the cycle

Jason Kravitz
IBM Security

October 22, 2015

© 2015 IBM Corporation



2011 — Year of the Breach (or was it?)

2011 Samplmg of Security InC|dents by Attack Type, Time and Impact
conjectura ol relat
Attack Ty
@ YES Gaming
SOL Injection
URL Tampering .
Spear Phishing A m ng .
-
iy st - . = .
oo Barking .
SecurelD cg Garning mmmnq ey p-—f
Govemmrt
 Toojn Software i
5,,,‘05 Central
_ Consumer  tertinmert M..;. Govemment
M secty Electronics ~ o .
e wff;ﬂ;L o
i',f" ‘,:;“::' T Government
IT Security Gaming CI
By D Centl
canest
Size of circle estimates relative impact of Government .
breach in terms of cost to business . =
Dot mm.
e Gocmans
c00000 -l =3
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IBM Corporation

2012 — 2014: 83% of CISOs say that the challenge posed by
external threats has increased in the last three years

“Insane” Amounts of Records
Breached

Relentless Use
of Multiple Methods

Near Daily Leaks
of Sensitive Data

42% of CISOs
claim the risk from external threats
increased dramatically from prior years.

800,000,000+ records
were leaked, while the future
shows no sign of change

40% increase
in reported data
breaches and incidents

2012

2013 2014

) L]
[
° o
( L] o®
e ® 0 4
[ ]
Attack types u | |
55 Heartblead Physical access Brute force Misconfig, Wattering hole Phishing sau DDoS Matware: Undischosed
Size o ccle satimates retaive mpact of Incdant I tam of cost 1o business.

A bistovical ook at security incidents by attack type, time and fmpact, 2012 through 2014
Sousce: B X-Fovce Fesearcn and Development

Quarterly — 1Q 2015 and 2014 IBM Chief Security Officer

Source: IBM X-Force Threat
28

3/11/2015
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https://www14.software.ibm.com/webapp/iwm/web/signup.do?source=swg-WW_Security_Organic&S_PKG=ov33510&S_TACT=C327017W&dynform=18101
http://www.ibm.com/security/ciso
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Take-out Restaurant

All Day Special

Source: Planet Takeout Flickr
(not affiliated with actual incident) o ‘

what are RS OVO i g
the biggest threats A" o
to your enterprise? e e

(not affiiated with actual incident)

e IBM Security © 2015 IBM Corporation

6 IBM Security

Intelligence. Integration. Expertise.

Lack of Security Fundamentals

E
Sog®

© 2015 IBM Corporation
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Lack of Security Fundamentals: Social Engineering Still Works

27 FBI: $1.2B Lost to Business Email Scams

The FBI today warned about a significant spike in victims and dollar losses stemming from

B | | I th e CFO an increasingly common scam in which crooks spoof communications from executives at the

) i victim firm in a bid to initiate unauthorized international wire transfers. According to the

; FBI, thieves stole nearly $750 million in such scams from more than 7,000 victim
companies in the U.S. between October 2013 and August 2015.

In January 2015, the FBI released stats showing that
between Oct. 1, 2013 and Dec. 1, 2014, some 1,198
companies lost a total of $179 million in so-called
b e-mail (BEC) scams, also
known as “CEO fraud.” The latest figures show a marked
270 percent increase in identified vietims and exposed

losses. Taking into account international victims, the
losses from BEC scams total more than $1.2 billion, the
FBI said. The scam has been reported in all 50 states and in 79 countries

MOTHERBOARD  waech - sections -

How a Clever Hacker Tricked a
Major Bitcoin Company Out of
$1.8 Million

September 17,2015 4/ 1215 PM EST

(not affilated with actual incident)

second step verification could have saved millions of $$$

€ BMsecurity

Lack of Security Fundamentals: Poor Passwords

» Hash Cracking + Loyalty Cards
+ POS Remote * Admin Servers * Frequent Flyer
Support Login
PP 9 * Cloud Accounts * Webmail
. abcl23
ad‘;“l,"’ abcl23 abcl23
admin abcl23
¢
pro tip

i weak passwords reused from
don't leave

pasiwords on other breaches = more breaches
Sticky notes

§ IBM Security

3/11/2015
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Lack of Security Fundamentals: Insiders and Access Controls

Who are the “bad guys”?

45%

| 31.5%
Outsiders Malicious 23.5%
), q insiders . rt“ . %
8w A= e
—_— t,,p‘;-ur:':

M
» Auditing users with access to sensitive data
« Improper provisioning of privileged accounts

» Shared admin passwords on servers impacts accountability

* Remote access tools installed and used by ex-employees

Source: IBM 2015 Cyber Security Intelligence Report

e IBM Security © 2015 IBM Corporation

s IBM Security

Intelligence. Integration. Expertise.

Cracks in the Foundation

e S ¢
o

e ©

© 2015 IBM Corporation
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http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=ST&infotype=SA&htmlfid=SEJ03278USEN&attachment=SEJ03278USEN.PDF

Cracks in the Foundation: Malware at the Watering Hole

Take-out Restaurant

All Day Special

Hackers Lurking in Vents and Soda Machines

By NICOLE PERLROTH  APRILY, 2014
SAN FRANCISCO — They came in through the Chinese takeout menu.

Unable to breach the computer network at a big oil eompany, hackers
infected with malware the online menu of a Chinese restaurant that was
popular with employees. When the workers browsed the menu, they
inadvertently downloaded code that gave the attackers a foothold in the

House Special

M.+ Gy Ovmeige . o e 0 : )
S oo e w business’s vast computer network.
o2 SIS A O S . S - hitp:www.nylimes com/2014/04/08/echnology/ihe-apy-in-the-soda-machine. hm|
e Chickan Figer & Bonsens Sour .

Source: Planet Takeout Flickr
(not atiliated with actual incident)

attackers take path of least resistance for return on exploit

G IBM Security © 2015 IBM Corporation

Cracks in the Foundation: Vulnerable Core Platforms

millions of sites using a limited number of technology platforms
can result in widespread exploitation

§ IBM Security © 2015 IBM Corporation

3/11/2015
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Cracks in the Foundation: Malvertising on the Rise

IBM X-Force Interactive Security Incidents

ln1s Febi5 Mari5  Apr1S  MeylS  JuniS  Jd18  Acgls  SeplS  Oct1s  NoviS Decis  Jen 18

Atack Typen s P —— TaroetGeograpty e infected ads
Ciick 10 vigw NCOBNTS 1or & Specific anack type. Cick below 1 viéw NCOeNtS rom @ specic industry. Size of fiag indicates hgher volume. Cick 1o . .
I v ncident ot geograshy no click required
- —--T%
-]
| ] Mocia & Entonament .
-
] Froteasonal Servces
|| Tolecammuniatons

source: http:/IBM.com/security/xforce/xfisi

© 2015 IBM

Cracks in the Foundation: Threat Roundup, Ransomware Rising

Malware Threat Roundup
(Sep 2015 IBM Trusteer Apex Customer Endpoints)

8%

e WinLock
non-encrypted
& premium-rate SMS unlock

CryptoWall, CryptoLock, Ransomweb attacks target
ZeroLocker web applications through

o vulnerable web servers
ransom paid in anonymous

crypto-currencies Encrypt data to database

Ransomware (30% up from 13%)
= Info Stealers (27%)
= Downloaders (12%)

" Banking Trojans (%) kit released mhowid
u Clickfraud Bots (9%)
RATs (8%) CryptoWall popular (18M + USD)

= Worms (4%)
m Proxy Changers (1%)

§ IBM Security

3/11/2015
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Cracks in the Foundation: Shifu Malware has Best of Breed Features

VAN Gozi/ISFB
* Anti-Sec « Stealth

Corcow Dridex

* Theft from
Bank Apps

(uncommon)

Shiz Conficker

* DGA * Wipe system
* Theft from restore
Bank Apps

security hooks prevent other malware from getting installed

G IBM Security © 2015 IBM Corporation

Cracks in the Foundation: CoreBot, Modular Malware Agilely Adapted

First Version (late August 2015) Next Version (a few days later)

password

stealer VNC
Remote

MiTM

Core
Bot Form 55 bank

Grabbing URLs

Core Web
BOt injection

Browser

Hooking

in a few days, CoreBot went from password stealer
to fully featured banking trojan

read more: https://securityintelligence.com/an-overnight-sensation-corebot-returns-as-a-full-fledged-financial-malware/

§ IBM Security

3/11/2015
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IBM Security

Intelligence. Integration. Expertise.

Shrinking Privacy in Digital World

© 2015 IBM Corporation

Shrinking Privacy: Who is Accountable for your Data?

4/3/15

College Entry Exams Frequently Asked Questions
1. What happened?
A: On March 2, 2015, The university became aware of a data security
incident involving the inadvertent exposure of the personal information of
some current, former, and prospective students, including applicants who
P never enrolled or attended the university. The University corrected this
< S . internal issue the day it was discovered and retained independent IT
- forensics experts to help identify the full extent of the data involved, as
o~ ’ well as the individuals who may have been affected. While our
investigation is ongoing, we have determined that files containing the
personally identifiable information of certain current, former, and
S prospective students were inadvertently accessible through the Internet
> between September 2014 and March 2, 2015. Although we are unaware of
o oo any attempted or actual misuse of any personal information as a result of
> c this incident, we have taken action to directly notify and provide support
to all those whose information may have been exposed.

>

7
%

(@) 2. What type of personal information was accessible?
g A: The information varied depending on each individual, but was some
combination of name, address, date of birth, Social Security number,
Source: Alberto G Flickr email address, and academic information. No financial information, bank
(not affiliated with actual incident) . X h
account or payment card information was involved.

marketing firm sells student data which ends up in breach

5 IBM Corporation

21
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Shrinking Privacy: Market for Sensitive Personal Info

Large number of healthcare breaches in
US in 2015

Health records have higher resale value*
DNA / Genetic services highly sensitive

Data leak at background check processing
companies
Personnel management & Gov databases

.

Dating and “Hook-up” sites reveal info
which can be used for extortion or
personal targeting for social engineering

* source: IBM & Ponemon Cost of Breach http://IBM.com/security/data-breach

e IBM Security © 2015 IBM Corporation

Shrinking Privacy: Privacy Tools Anonymize Attackers Too

SQL Injection DDoS

Vulnerability
Scanning

ey

Tor provides an attack infrastructure allowing
anonymous attackers to operate malicious botnets
within the network or transport their nefarious traffic

e IBM Security © 2015 IBM Corporation
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These are the Challenges — Where can you Innovate?

A lack of
security
fundamentals

Social engineering & phishing still effective

Weak, default, and reused passwords e
Lack of policies and controls, insiders undetected

Widespread x-platform vulnerable browser plugins

Same OS, open-source libraries, and CMS software
are foundation of many websites

Several of these systems and libraries had
vulnerabilities disclosed in 2014

Cracks in the

foundation

Shrinking Lack of accountability for how data used and protected
privacy in a Healthcare record leaks surged in 2015
digital world « Attackers leveraging personal / sensitive data

M Security © 2015 IBM Corporation

Learn more about IBM X-Force and IBM Security

G IBM Security
TOP 3 Senorn ot revense

20 industry analyst reports rank

IBM Security as a LEADER BB (nteractive Security Incidents
133 countries where IBM delivers

managed security services

@ View upcoming webinars & blogs
10K clients protected including... ‘J
o Follow us on Twitter

2 4 of the top 33 banks in Japan,
North America, and Australia

§ IBM Security
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IBM.com/Security/xforce
http://www.ibm.com/security/xforce/xfisi
http://securityintelligence.com/
http://www.twitter.com/ibmsecurity
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside
your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks
on others. No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access.
IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will involve additional procedures, and may require other
systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE

IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.
T

THANK YOU

www.ibm.com/security

IBM Security

Intelligence. Integration. Expertise.

© Copyright IBM Corporation 2015. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any
kind, express or implied. 1BM shall not be responsible for any damages arising out of the use of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor
shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use
of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and / or
capabiliies referenced in these materials may change at any time at IBM's sole discretion based on market opportunities or other factors, and are not intended to be a commitment to future product
or feature availability in any way. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United States, other countries
or both. Other company, product, or service names may be trademarks or service marks of others

IPACSO

CYBER SECURITY

Panel Debate : Innovation Development

‘ IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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Panel

* Jason Kravitz, IBM — cyber expert
* Luc Dooms, cyber entrepreneur — advisor

* Paul De Hert, Prof. dr. VUB — University Tilburg,
privacy innovator

* Dr. Adrian Burden, co-founder UK-Cyber
Security Forum

o |P csu Cyber Security & Privacy Innovation Awards 2015 — Public 50 &
Mo AT R

IPACSO

CYBER SECURITY

Cyber Security Innovations through IPACSO

‘ IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public 51 &
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~
@ espion

Espion

October 2015

Corrig Court, Corrig Road, Sandyford Industrial Estate, Dublin 18, Ireland For more information visit
Phone: +353 1 210 1711 Email: info@espiongroup.com www.espion.ie

Espion Snapshot espion

) ~ =
Irish SME P @ espion @ espion

Founded 2001

> @ espion
~100 employees
Dt espion m

Belfast ?
London

©

Edinburgh e @espion —p—
Manchester

Brussels

New York

208, Fi Deloitte.

E¢c ssian CAMI@E O
SAWSOC =" |PACSO
(WP2 Lead)

EXCELLENCE
AWARDS

WWwWw.espiongroup.com
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Why IPACSO? % espion

Next Gen Growth:
Formalise R&D (2010)

New Product

Development Lgﬂ“cmsmg

(IPACSO: “PROCESS” THEME)

(N

Two Key Objectives

1. ldentify + implement
company- wide innovation
framework

S’
\.e/‘) (IPACSO: “IDEAS” THEME)

PROCESS

“Consultative Selling”
2. Streamlined process for

R&D Tech Roadmappin, -V
customer engagement pping

~ “New Product Development”

www.espiongroup.com

2

P~

IPACSO CASE 1 — STAGE GATE INNOVATION FRAMEWORK =" espion

ESPION GOAL: Identify + implement company- wide innovation framework

Challenges August 2014
* Ideas not formally captured
+ prioritised .
« Strategic Espion Stage/Gate Model
opportunities missed x . .
Opportunity O Development Production
Generation electio and Test and Launch
* Raise employee = L
understanding of innovation st Prepare
. . tudy = BC
* Innovation NOT just s S 1 | e | | S | | S
R&D! * Tech/Soln =t orPrototype Verification Woo-Hge
M
L4
* Risk averse approach
* R&D + Consultancy —
cultural {:llfferences Decide which to fund Project BC? IP:Stlement
¢ Product ideas not o next stage ~ 3 or 4 1or2 Go Quality? Re\f‘iew
adequately resourced
or pursued

IPACSO
WP3 @

PROCESS

3/11/2015
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IPACSO CASE 1 — STAGE GATE INNOVATION FRAMEWORK eSpion

Idea Forms
Idea Board
Idea Register
* Excel to Trello planned

Idea is categorised
* New product/service
* New process/WoW
* Research Enquiry

Idea is assessed
* ACTION
* |CEBOX
e HOLD/IMPLEMENT

Ideal: 3 to 4 new ideas being
assessed/pursued at any given

time

i Y

IPACSO CASE 1 — STAGE GATE INNOVATION FRAMEWORK espfon

75 ideas registered thus far

22

@

w

Process Innovation
-1 project completed
and in use

3-4 ongoing

-Report Process Automation
-Test estimation and scoping -Privacy Mgt + Governance
-PCI Audit Optimisation
-Enterprise Search
-"CORTESE”

New Products/Services
-1 at advanced feasibility
(Stage 2)

2 at early feasibility

1 rejected post feasibility

-SIEM “Lite” for OT-Based
Critical Infrastructures
-Email Data Reconstruction + QC

3/11/2015
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IPACSO CASE 1 — STAGE GATE INNOVATION FRAMEWORK

espion

Normal Distribution of Ideas

Mumbr of Mess P bnventor, Mommataed

Average:3.75
Std Dev: 3.709565

Avg. of 3-4 ideas per proposer

7 in 10 ideas are based around
new products and services —
HIGH!

24
individuals
have
submitted
at least one
idea

(~*1in4)

Histogram of Ideas per Inventor

# of Ideas By Inventor

910111213 1415161718 1920 2122 33 24
m# of Ideas By Inventor

Small minority are prolific!

28% of ideas are in “ACTION”
state — exceeds resource
availability

IPACSO CASE 1 — STAGE GATE INNOVATION FRAMEWORK espion
POSITIVES? NEGATIVES? IMPROVEMENTS?
il J
* Focused + repeatable * Engagement beyond R&D ¢ Cross-functional workshops
process challenging at times + synergies
* Observable, Transparent, * Syncing of resources across * How to do more “Open
Measurable divisions - bottlenecks Innovation”
common

* Complementary teams get
alot done quickly! .

Finance + Working Capital
lacking for largest ideas

* Decreasing the idea backlog
— becoming more ruthless
with ideas

* Incentives/Rewards!

3/11/2015
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IPACSO CASE 2 - STRUCTURED CUSTOMER ENGAGEMENT

3/11/2015

espion

Customer Engagement -
Challenges/Concerns

Sales-based bias in

interviewing
* Day-to-day trumps
long term

Ad-hoc, non-standardised
approach among team

Capturing maximum info in
least time available (time
pressed CISOS/C-Level
people) — reduce waste

Support multiple needs:
e Consultative Selling
* R&D Roadmap
*  Product Concept
Validation

Lean Problem Interviewing Approach

PROBLEM INTERVIEW SCRIPT DECONSTRUCTED

Test 3-4 priority
assumptions

2min» 56t e Stige
COLLECT DEMOGRAPHICS. HE
20+ Tost cuskumer sogment NTFY GARLYA
TELL A STORY
2min « 5ot probiem context

Open-ended section

prioritising
'PROBLEM RANKING customer’s
SR problems

WRAPPING UP e

DOCUMENT RESULTS L

FOCUS: Test key assumptions early + quickly

“Solution Interviews”
= Problem Interviews +
Prototype/Wireframe

IPACSO CASE 2 - STRUCTURED CUSTOMER ENGAGEMENT

espion

|
l
!

' 4
. <]
—
[

Key Advantages

Time efficient
* 30 mins max for problem interviews
¢ 1 hr max ideal for solution interviews

Script focuses on key priority issues being
solved
e Less is more (~3-4 max)
* Reduce background noise from open-
ended formats

Engenders openness from customer — research
discussion first, sales discussion second
* Can be difficult for some to adapt — go off
script easily
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IPACSO CASE 2 - STRUCTURED CUSTOMER ENGAGEMENT espion

Streamlined Interview Approach - Used Multiple Ways To Date

Aug-Oct 2015 Consultancy — CISOs + IT Heads in Problem Interview 11 of 15 interviews
Top 15 each company 1. Cyber security maturity + completed to date
customers readiness

2. Strategic direction for
cyber security

3. Key improvement
projects

4.  What kept them awake

June-July Privacy DPOs + Privacy Problem interview — early 10 interviews

2014 Management Professionals concept validation Solution interviewing
Concept — to occur post
Validation Prioritisation of problems + prototype

potential feature solutions

Nov-Dec 2014 DocGenie - Law Firms, Record Stage 1 problem interviews + 15 interviews
Product Management players Stage 2 prototype validation Concept failed at
Validation via solution interviews stage 2

Nov 2015 SIEM “Lite” for Critical Infrastructure Problem interview - early Planned/TBC

(TBC) Cls Operators concept validation

Background on VASCO

* International company

* Leading supplier of strong authentication and
e-signature solutions

e Customer base of 10,000 companies in more
than 100 countries, including more than 1,700
banks

* Prime markets: financial sector, enterprise
security, e-commerce and e-government

QIPACSO
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IPACSO Framework

IPaCSQ Core Innovation Process (Doing innovation)

Ideas Theme Product Theme

Ideation subtheme Conceptualization subtheme Product elaboration subtheme

M e seson
Scanving Deinten i ?
v | peque Irplemeeaty
, P o
=, Fessbiy 4 \ +
smimer e -
s iltr ConceptFllr Launch Gate &
1PaCS0 Supporting Innovation Themes
Process Theme Market Theme People Theme
(Making sure you are ready for innovation} (Making sure you know the market) (Making sure your people are ready to innovate)

The Case

3/11/2015
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The Process

o sisabrelS Supply chain
= I
e o - Production
=
" £ —_ Distribution
R (Ao et Mt DEAS TO PRODUCT
o e ey e ———
iE < N |' o [ 4] / Marketing
=i oy | | — M ‘b
A
— - - ?# Sales
| - o After-sales
' e R PLM
IDEATION CONCEPTUALIZATION | |PORTFOLIOMANAGEMENT | | PRODUCT ELABORATION EXPLOITATION

Q |PHCSU Digital Enlightenment Forum 2015
Heti o

P S

Political Sociological

T

Technological

L E

Legal Environmental

The adoption of
smartphones raised
from 9% of the total
world population in
2009 to 22% in 2013

*  Shift towards using a
mobile phone or
tablet for banking (+
45% of thase people
owning a
smartphone)

Banks are increasingly
focusing on customer
service and more
specifically mobile
services (more than
50% of US
commercial banks are
offering some form of
mobile banking)

*+  Enhancement of
governmental online
services for which the
online identity is
required (eID)

urity

use of

threats, which make
that One-Time
Passwords (OTP)
might no longer be
sufficient

electronic signatures

Eurcpe is asking for
mare cyber security

Connected Reader is
required for elD
applications.
However, Belgium is
allowing use of offline
lD in specific cases
(strict rules)

EU gives electronic
signature the same
legal value asa
regular signature in
ink (EIDAS)

Make elD valid across
borders (STORK)

Adoption of EIDAS
regulation (electronic
identification and
trust services for e-
transactions)

OIPACSO

3/11/2015
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|Ideation — Idea generation & capture 1

2-factor authentication is enabled by a Replace one of the factors with something
combination of something ‘you have’ and  ‘you are’
something ‘you know’

Authentication should use 2 factors Use 1 or 3 factors
User types pin code User says pin code or writes pin code

Pin is entered on a separate card reader Enter pin on mobile device

Card is inserted in the reader Card is hold against reader or mobile
device
Separate card reader is used Enter card in mobile device

The card reader and mobile device should Use a pc or the user as intermediate
be connected directly to each other

Ideation — Idea generation & capture

Proposed solution after the 180° Thinking session

e Authentication based on PIN code and face
recognition

* Embedding reader in mobile device
* App/middleware connecting tablet to PC

QIPACSO

3/11/2015
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ldeation — Idea assessment

Alternatives

Authentication based on PIN | Embedding reader in mobile | App/middleware connecting
code and face recognition device tablet to PC

| citen  [veig

User friendliness

User acceptance i

Security in terms of authentication |
Security in terms of signing 1

QIPACSO

Ideation — Idea generation & capture 2

* Use SCAMPER technique
— Start from existing solution that works on PC
* New idea after using SCAMPER is to replace the
usb connection by one of the following:
— Flashing patterns
— WiFi
— Bluetooth
— Sound
— Make use of the cable of charger
— 3G/4G
— NFC

OIPACS0
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ldeation — Idea assessment 2

* Use of the techniques ‘Idea advocate’ and ‘Force field
analysis’ allowed to eliminate the following:

3G/4G

— WiFi

Sound

Make use of the cable of charger

* Further assessment using the AHP-Based approach
eliminated
— Flashing patterns
— NFC

* Remaining solution
— Bluetooth

ldeation — Idea assessment 3
I ) e ) e

Setup of the The user has no The user cannot connect 2 - The likelinood is rather - Keep possibility to connect via
connection mobile device thatis | to the card reader s . low. Almost all mabile UsB-cable
Bluetooth enabled devices today are Bluetooth
enabled
Setup of the The card reader The user cannot connect Earlier versions of - Chargingthrough NFC
connection looses power to the card reader 5 Bluetooth are power 3 technology
consuming - Use of rechargeable batteries
Setup of the The user incorrectly | The assaulter can - User is not paying - Increase awareness by stating
connection pairs the devices compromise the user’s enough attention alerts on the card reader
{does not checkthe | card reader/mobile - Lacking awareness - Alert the user by 2 sound
y 5 2
security code shown device - Security codes are - Display the code in different
on the devices) difficult to compare fonts
(small, not visible)
Transferring An assaulter Potential breach of Assaulter is within reach 2 - The likelihood is low.
transaction data succeeds in privacy. However, even if of the Bluetooth signal  Bluetooth is protected with 2
intercepting the the assaulter is able to strong security mechanism
Bluetooth signal intercept or even modify N (WPA2)
the message. The user
still has to verify the
transaction details on
the card reader
Transferring Card reader is The assaulter can make Assaulter gains access 2 The likelihood is low. The
transaction data compromised the user believe he is to the card reader Bluetooth pairing process is
signing the transaction 5 found to be secure, Therefore
he/she wants to sign the assaulter cannot
while this is not the case compromise the card reader
Transferring The user accepts the | The assaulter can - User is not paying - Increase awareness by stating
data i i fully modify the enough attention alerts on the card reader
on the device transaction without the - Lacking awareness - Extra control is new account
without checking it user naticing and 5 - Transaction 2 number (that has not been
{account number and | correcting information is used yet) or amount >100€
code) difficult to check

(small, not visible)
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|dea capture - additional features

Random word technique with the generated words: witch,
memory, fanatic, numeric, murder, brown, invisible, retreat,
program, aquatic, behaviour. Based on these words, some new
ideas were generated:
— (Witch) I wish | could sign a transaction with the swipe of my wand;
— (Memory) | wish my card reader was so smart he could recognize safe devices
before pairing;
— (Fanatic) | wish my card reader could temper my enthusiasm when clicking the
OK button too fast (when pairing or signing a transaction);

— (Murder) | wish | didn’t kill my card reader every year by using it too much;

— (Behaviour) | wish the card reader or mobile device could recognize
something is wrong based on my behaviour (e.g. when I'm trembling out of
fear because I’'m being robbed);

— (Aquatic) | wish my card reader was resistant to water;

— (Invisible) | wish the connection between my mobile device and card reader
was not invisible, so that | could notice it immediately when something was
wrong (e.g. signal was intercepted);

Conceptualization Subtheme

Kano model Direct observation Feasibility assessment

spmmaes  qutem |
strimree  twmimee O

Prototyping

CONCEPT DEVELOPMENT PROBLEM FIT ASSESSMENT| FEASIBILITY ASSESSMENT

CONCEPTUALIZATION SUBTHEME

o IPHESU Digital Enlightenment Forum 2015
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Conceptualization- feature list

* Features that were brainstormed before:

— Pairing by comparing codes on the two device to be
connected;

— Signing through fingerprint (one push);

— Verifying account and amount on card reader (WYSIWYS);
— 2-factor authentication (card and PIN code);

— Rechargeable battery;

— Device check when user verifies too fast.

* Potentially interesting functionalities resulting from the FMEA
method:
— Charging through NFC;
— Possibility to connect through USB.

Conceptualization — Concept development

Results the questionnaire using the Kano model

Highesf frequency Highe.st frequency Conclusion
dysfunctional answer functional answer

Pairing by comparing codes Dislike Must be Must be
Signing through fingerprint Can live with it Like it Attractive
Verifying account and amount Dislike Must be Must be
2-factor authentication Dislike Must be Must be
Rechargeable battery Can live with it Like it Attractive
Check when user verifies too fas' Neutral Like it Attractive
Charging through NFC Can live with it Neutral Indifferent
Possibility to connect through US Neutral Like it Attractive

QIPACSO

3/11/2015
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Conceptualization- feature list 2

* Features retained after Keno:
— Pairing by comparing codes on the two device to be connected;
— Verifying account and amount on card reader (WYSIWYS);
— 2-factor authentication (card and PIN code);
— Signing through fingerprint (one push);
— Device check when user verifies too fast.

* Extra feature to align with current product range:
— Supporting multiple SC formats, including EMV, PKI or elD;

— Supporting multiple mobile platforms, including iOS, Android,
MAC OS X, and Windows;

— Operable in bot connected (Bluetooth or USB) or unconnected
modes (e.g. for one-time password);

— Secured by means of encryption and passkey.

QIPACSO

Conceptualization — feasibility assessment

Who is your target audience, and what characteristics do = What technology is needed to turn this conceptinto a
thev possess? full marketable product?

How can you reach this target audience? What technological constraints are there?

What part of this target audience is likely to buy your Which technologies do not yet exist?

product? How easy are technologies that do exist to come by?

At what price are they willing to buy this product? What is the cost of these new and existing technologies?

Organization Financial

= Which organizational structure is needed to bring this = NPV - Net Present Value
concept to market? = ROI-Return on Investment
* Do we already have the right structuresin place? * |RR-Internal Rate of Return

What is the cost of setting up these new structures?

Do we have the right corporate culture for bringing this
concept to market?

Do we have the right people to transform this concept
into a real product?

What is the cost of retraining existing staff, or the cost of
hiring new staff with regards to this new product?

QIPACSO

3/11/2015
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Conceptualization — feasibility assessment

= Banks who distribute the devices to their customers. Required technologies are the following: Bluetooth, fingerprint,
Characteristics: rechargeable batteries, timer, etc.
= Sensitive to security and ease-of-use; Technological constraints: to achieve the fingerprint

= Toalesser extent price sensitive; authentication, the card reader should be provided with a
= Target audience can be reach through existing connections stronger processor
(existing offer of card readers) = Alltechnologies exist at this moment
s All partners that currently buy our DIGIPASS 870 are probably * The main cost is related to the rechargeable batteries and the
interested in this offer as well fingerprint scan
= Our potential customers are willing to pay the approx. the same .

price as for the DIGIPASS 870

Organization Financial

= We already produce and distribute comparable products. The = The Net Present Value (NPV) was estimated to be high.
same organizational structure can be used as for those products
Within our entire organization we recognize the trend of mobile
devices and transactions. Mobile is part of our culture
= Aswe are market leaders in user authentication, we have the
right people to transform this concept into a real product. In
addition, a Bluetooth security specialist is attached to provide
support in this area
= The cost of this extra resource is estimated at € 8,000

OIPACSO

Portfolio Management

NPV)
N
wu

Rewar

Project Risk (scale from 1-10)

OIPACS0
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Evaluate business model

¥ Banks, are our primary
customers of the supporting
software. Also, they act as
distributors for the card
readers

<

Experts, are our primary
suppliers. In addition to our
internal experts, we often
rely on external sources to
help optimize our offer

<

Banks and other institutions
(e.g. government) acting as
partners in our product
development to better feed
their needs

<

Governments to allow
the use of our products
for e-gov applications

JRE
¥ Peaple (intellectual resources)

v HW &SW
¥ Marketing

¥ Location

+ Selling authentication devices
and supporting software

+ Developing new authentication
mechanisms (e.g. biometrical)

+ Developing new authentication
devices (card readers, ..)

+ Providing support both to the
banks and individual
customers

+ Selling additional

authentication solutions
directly to user (same reader)

+ Internal and external exports

+ Partnerships with banks (as
domain experts)

¥ High-level protection
¥ User-friendly solutions

¥ Safe transactions with a
minimal effort

¥ 24/7 support
v Sustainable products
¥ One device (card reader) for

security on all online (inel.
mobile) applications

REVENU STREAMS
¥ Price of the individual devices (price per card reader)

v Long term relationships with
banks, proving high-levels of
support and advice

¥ Supporting and selling
elationship with individual
customers

¥ Banks are involved in long-
term relationships

¥ The distribution of the card
readers is organized via the
banks

¥ Individual customers are
reached through support
channels

+ Supporting software for banks (usage fee)

+ Support services for banks (usage fes)

¥ Additional sec

card reader) directly to final customer

ity product for other online (mobile) applit

¥ Banks [distributors of the
devices and customers of the
supporting software)

+ Allindividuals performing
mobile banking transactions
(devices)

tions (through the same

3/11/2015

Next steps ... (business as usual)

* Product gets a go, hand over to engineering

* Industrialization (get ready for mass
production)
* Training @
e Sales
* Marketing
Qe
e After-sales oo
Qoad®
° Qe

Product lifecycle Management

41



Finally

Conclusion - Benefits for VASCO

e [PACSO encouraged us to assess our
innovation process which resulted in
— Better documented process
— Creation of an Innovation center within VASCO

* Documented techniques (the templates)

— More efficient at collecting ideas by using a
multitude of techniques

— Better documented decisions

QIPACSO

3/11/2015
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IPACSO path for the ‘Dp875’

IPaCSQ Core Innovation Process (Doing innovation)

Ideas Theme Product Theme

Ideation subtheme Conceptualization subtheme

Product elaboration subitheme Exploitation subtheme

Oescn
bt i T B - - o o) | -
Eptaton
e 1w
— NS —
e Filter (Concept Filter Launch Gate i tion
IPaCS0 Supporting Innovation Themes
Process Theme heme People Theme
(Making sure you are ready for innowation) iou know the market]

(Making sure your people are ready to innovate

IPACSO

CYBER SECURITY

Some IPACSO Activities

‘ IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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0 eclecticiq

INTELLIGENCE POWERED DEFENSE

GuardSquare

The experts in mobile application protection

Our software makes mobile applications
Smaller
Faster

Secure against tampering

3/11/2015
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€ Cyberlytic

Real-time Risk and Security Intelligence

By Cyberlytic |

4 @CyberlyticUK

Stuart Laidlaw, Co-Founder

ELumeta

Cybersecurity Analytics:
Operationalizing Threat Intelligence

© 2015 Lumeta Corporation

3/11/2015

45



HiCrypt™ 2.0

O EHEE Oni et

10/22/2015 Peter Liebing, Head of Sales & Marketing

TANKER

Data encryption for
SaaS & Cloud applications

3/11/2015
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BRIDGING THE GAP”

n-Auth

Usable, secure and private authentication

( IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public 95 &

i
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&8 enigmedia

Juan Luis Moreno,
Legal Manager

www.enigmediasecurity.com
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Project Turris

Research project helping to protect home networks

Martin Strbacka martin.strbacka@nic.cz

CZ .n IC %GE\)SC,)TW ™ www.turris.cz

Decisionmaking
while protecting
privacy

dan.bogdanov@cyber.ee
baldur.kubo@cyber.ee
https://sharemind.cyber.ee

CYBERNETICA sharemind
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Innovation Leader
Access Control / Governance

Product Leader

t o Yy Access Control / Governance
for SAP environments \\\‘ * ",/ for SAP environments
i G 100 MOST PROMISING SH\IN_O,\:ERé s
Clo = 2015 = Johan Hermans
= N~ CEO
Review SOLUTION PROVIDERS &4 g rC X\ johan.hermans@csi-tools.com

®
i DOC RAI D zero knowlege enterprise file sharing and email encryption

Security concerns limit the use of cIouE ! DocRAID® protects your enterprise against

services. threads in the cloud.

DocRAID®

File sharing and collaboration with
maximum security - made easy

Zero-knowledge-policy
Separates content from operation.

Integrates with Microsoft Outlook®, file explorer,
web browser and any mobile device.
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UM Labs UC Security Platform

Peter Cox
CEO and Inventor

October 2015
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CRYPHO

End-to-end-encrypted messaging and sharing
for high-security environments.

e
STARTUP WORLD YOUNG m#
TRAILBLAZERS
Winner Startup World London *13 Winner Norwegian Young Technology Award Winner: Tech Trailblazers Security Prize Europe
m innovation
for life

* Founded in 2014

» Awarded with first place by HSD development fund

* Partnership with TNO and WorldStream
- Quiality approval current solution
- Future innovation

« Part of the National campaign on
www.veiligzakelijkinternetten.nl (safe internet for SME
companies)

* Partner of www.alertonline.nl (national campaign for SME
companies)

« Partner of KPN’s MKB Veilig proposition

¥ HSD

Secarity Delta

veilig internetten

COVER e
& e MKB £ kpn

GEIETD  TNO™

hicadsione

ThreadStnne

CYBER SECURITY
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http://www.veiligzakelijkinternetten.nl/
http://www.alertonline.nl/
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o |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public 106 &
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~aatiuunsecurity...

THE PROCESS OF SECURE SOFTWARE

( IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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§ liopa

LIOPA DEVELOPS UNIQUE TECHNOLOGY THAT
ACCURATELY IDENTIFIES A PERSON VIA ANALYSIS
OF THEIR LIP MOVEMENTS DURING SPEECH

The Liopa product will be sold into the mobile and security
biometrics marketplace, estimated to be worth $25Bn by
2020, to provide secure access to mobile and enterprise
computing devices and applications (as an alternative to
typing passwords, and for increased security)

Innovate UK Grant Number 102052

fa @

What is the alternative?

WWW.STORRO.COM

3/11/2015
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IPACSO

CYBER SECURITY:

Break & Network Visit

o |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
L b

IPACSO highlights events with
stakeholders

* Innovation Awards
* Boot Camps (13)

— Belgium : 4x cyber security, 1x privacy, tbd 1x investor
— Netherlands: 1x cyber security, tbd 1x cyber security

— lIreland : 3x cyber security

— France: tbd 1x cyber security

— UK: Oct 16, Thames Valley Cyber Security Cluster

* Accellerator — Incubator partnerships
— HSD : Netherlands
— SmartFinCap — LSEC : Belgium
— Euratechnologies : France
— UK Cyber Security Forum, Cylon, Level39: UK
* Events, conferences, tradeshows, speaking opportunities, publications

‘ IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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¢
o e N

S cyber security

0000 slaes Over 300 European
MORE THAN e TRAINED cyber security innovators

6000 visitors registered for
per month Innovators Awards

;] Digipass BT Innovations
materialized e
the innovgst;gg -=
WASCCY TO LS framework || S————

For starters

o |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
Bkt e o

IPACSO at MobileWorld 2015
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Seminars, Conferences, Workshops

; t‘w -

G IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public 115 %
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https://www.youtube.com/watch?v=zZPYEfJfFZo
https://www.youtube.com/watch?v=zZPYEfJfFZo
https://www.youtube.com/watch?v=NHgyUL234_8
https://www.youtube.com/watch?v=NHgyUL234_8

Seminars, Conferences, Workshops

Leaders in Security — LSEC, 2015, Private & Confidential, p 116

o |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
2 Bt

Promotion

EUROPEAN CYBER [
SECURITY AND PRIVACY
INNOVATION AWARDS
fers

e

Monitoring
the
unknown

CPDP COMPUTERS, I;RIVACY & DATA I;ROTECTION
2015 DATA PROTECTION ON THE MOVE

3/11/2015
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Seminars,

Leaders in Secu

ity — LSEC, 2015, Private & Confidential, p 118

o |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
; et
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Conferences, Workshops

CSP Forum 2015

CYBERSECURITY & PRIVACY INNGVATION FORUM 2015

Day 1- Tuesday 28th April.

=

’ﬂ-—

/8

14.15-15.00 Room ABTrack s “NCP Supportin H2020°  Room CD:Track 6 “Security 7 “Incentivising Innovati
- - 00 g F1CT e 3 Cybersecurity &Priva
e REGISTRATION. Committees & National Contact Points sector <1 Mrs Margaret Ford, Consult Hyperion - Chair: Zeta Dooly, Waterford Institute Of Technology
09.00-10.00 ReomAB:Official Opening “deat r o Lzze olesK “Ecanomicincentives fo yberseaty nnovatior®
. Lesson leamed from H2020CT Securky Cal* Unhversiy of London DrNicol Jentasch, DIW
Keynote Zoran Stanéié Dep: THIC Lech, The Research Councilof Nonway
Panel:" g
2ZndKeynote : Giovanni Butt Thomas Larinser, Austian Insiute of Technology  University of London Mark Carolan ESPION
(AT) project PrimesCloud S i i
R i Phikppe Massonet, CETIC (BE), project Beacon eroen Barendse,
10.00-10.30 Coffee Break/ Networking (Govin McWilkams, Queen's Uriversity of Befast (UK),
project SAFECrypto
Room AB Track 1 “Introduc
10.30-12.30 Jm e o vuehieck 15-00-15.30  Coffee Break/Networking & Exhibition Space
2020 imfotopic] G505 15.30-16.15  Room AB:Track 8 "H2020 Supporting SMEs”  Room CD:Track9 “Ubiquitous security for Room EF:Track10 *Security Awareness and
- - a Uit nd N r Risk A o
Qs Chair: Antonio Lioy,Politecnico di Torino Chair:Luca Compagna SAP
o nlaepiez o “Introduction and H2020 SHE Instruments” “Securty for E
Virel P * Antonio Loy Poltecnico diTorina.  Roland Reke, SI Fraunhofer
H2020infotopic3 D50 “The H2020 SME survivorKi“Alessandra Tedeschi,  "Bootsrapping softwarised) infastructure trust “Medusa- A Supply Chain Risk Assessment
QA DeepSiue i aly from SON towards NFY* Methodology” Assistant Professor Panagiotis
Oinewes 050 il et o S Bigatinte? Ludovic Jacquin, HP Labs Kotzanikolaou, Unherstyof Piraeus
QsA Richard Coady Sedici o e
“The JRC approach to the ICT Diego Lopez,Telefonica Kenny Doyle, WIT-TSSG
16.15-17.30  Room AB:Track 11"Cybersecurity Standards" Room CD:Track 12°1 ing Privacy 1 Y
"Electronic Identification ane | O ' Chai LsEC i r Chair: Fabio Massacc UNITN
and Elena Alampi-das Neve: Chair: Nick Wainwright HP Labs
EDPS on the Itemet Prvacy Engineeing Netwock (PENT”
1230-13.30  Lunch BreskNetworkin sl sy x . e
Iformation Securiy & Data Protecton Unit, ENISA
1330-14.15 Room AB:Track 2 “From Pri ' b Vs “Evdence-based Trustwonthiness of ternet based
R PTRSREOs ar St 150 27032 27001 Jan De Meer, Professo, 5 v
Chair: Antonio Kung;Triakog P b
“The path towards privacy-by-3 o “AReputation Based Trust Management Modelfor
Nicalas Notari, ATOS detection aspects (G IS Gerard Gaulin G'C . aly CyberSecusty Services *HXakan Kl NETAS
“Creation of a privacy pattein c¢ “Securty and Piacy in vehiculr communications with
e i INTERTRUST - i Mo Péres ey of Mok

Claudiafoda, American Unive

Evening Networking Event 18.00 (Exhibiton Space at MCE Venue)

European Commission, DG CONNECT

IPACSO Innovation Award - Discovery of the European Cy

( IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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IPACSO Exploitation

CLUSTER,

NG » UNPROGRAMME EUROPEEN
D'INCUBATION & DACCELERATION

OIPACS =
S DEDIE A LA CYBERSECURITE &

CONFIANCE NUMERIQUE : i | @ DESPARTENAIRES
v-i METIERS ET TECHNOLOGIES
@bxer uniso * - )
e

LILLE, CAPITALE DE LA CYBERSECURITE

=] 4500....

de eyberattaques
P/

® DeFeusE

= RETAIL

Postulez sur l site you suatechniopiss.com

IPACSO

CYBER SECURITY

IPACSO Panel

u Cyber Security & Privacy Innovation Awards 2015 — Public 121 &
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IPACSO Methodological Approach

PACS Market Analysis

Innovation Models/

! Inform
Methodologies IPACSO

Framework

PACS Economics

« |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
; g

Activities turning into Deliverables

Phased Phase | Phased Prase3
SclsonDesign © Acphed RAD | Appled RED up
wloprotoype | stestprosuct

Transformed/ Utilised for

5 19 4 TN ATV 47
ARG o w4 o

—— [ : .
~~ Dp3.1 Innovation Framework SOTA * NIS WG 3 Deliverable
= Firm-level innovation process, phases, ‘ .
= * Presentations/
- ation components \ i i
5 lé‘vr;?\\,"mg generations of framew?rk§ Publications
== i tices, methodologies
. Ke\éstem"sna‘ pract * Framework Themes
- and too!
— « innovation management — templates
pprosiies «  macro analysis 7o
- . product and ideation. e - * Bootcamp
- i nts -
|=== 3.2 stakeholder Requirement: = . ,
| preliminary Case Study Scenarios Report - material / delive ry
« PACS stakeholders’ innOVa\‘UOn L1 e
requirements wrt innovation eacso
engagement, development 2

exploitation '
|+ case Study Scenario inputs

3/11/2015
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Relevance to Stakeholders

Innovation SOTA Knowledge Benchmarking Knowledge Knowledge
repository repository
Innovation Knowledge Benchmarking Knowledge Data
Requirements
Publications Knowledge, Insights, | Knowledge, Insights, | Knowledge, Insights, Practice/
Recommendations Recommendations Recommendations knowledge
Innovation Best practice Best practice Best practice Best practice
Exemplars
Framework
Themes & Guidance and Guidance and Guidance and Guidance and
Templates methodologies methodologies methodologies methodologies
Ideas Generating, screening, feasibility
Product Elaboration and exploitation
v
Market Macro and Micro analyses techniques
Process Considerations for (re)designing, benchmarking, improving
People Selecting, managing, motivating, rewarding, partnering

= -
== Content for 19
- subthemes

Evolution of Innovation Paths

alkyof Dtk

Core

Supporting

IPACSO Innovation Process Themes

www.ipacso.eu/

* &

PRODUCT

3/11/2015
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IPACSO Framework

Core

PRODUCT

Supporting

o |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
; e o

Framework Templates

http://ipacso.eu/innovation-framework-under-development/innovation-framework-templates.html

Ideas Product Process Market People
Market Concept Project Macro/ HR for
Scanning Development | Planning micro Innovation
8 (selection, managing,
analySIS rewarding)
Problem Problem Fit | Development | Economic
Definition Assessment processes assessment/
impact
Idea Feasibility Maturity
Generation & | Assessment | assessment
Capture
Idea Portfolio
Assessment | Management

( IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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OIPACSO

g
z
L
z
2
i
2

Cyber Security

Idea . Market Economics . Market Analysis . Product . Process . People .

Concetupalization
Science and Technology
Policy Framework and legislation

Core Theme

Support Theme

Nbr of available tools

q |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
B

IPACSO Cyber security & Privacy

Irish bootcamps
roadtrip in June
2015

- Waterford

- Dublin

- Belfast

G IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public

3/11/2015

64



3/11/2015

IPACSO NIS Contribution

* SRA (NIS WG3) Secure ICT Research and
Innovation emerging research priorities:
— Fostering assurance
— Focussing on data
— Enabling secure execution
— Preserving privacy
— Increasing trust
— Managing cyber risks
— Protecting ICT infrastructures
— Achieving user-centricity

Cyber Security & Privacy Innovation Awards 2015 — Public 130

IPACSO Community highlights

* IPACSO Award winners — cybersecurity /privacy products & services
* Linking with other EU funded research — building EU market capacity

* Developed comprehensive IPACSO innovation framework
— Knowledge base, case studies, stakeholder engagement, policy recommendations

* Toolkit of templates, examples and mechanisms to drive ideas into
cybersecurity marketplace

* Hosted bootcamps for innovators across Europe

* Published papers

* NIS platform and EU Strategic Research Agenda contribution
* Holistic view of cybersecurity

NIS Platform WG3 meeting
EU Industry Innovation and Competitiveness

com's  EEE
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Available resources

* |PACSO deliverables, white papers, reference
documents, templates and examples

* NISWG3
— Secure ICT Landscape
— Business cases and innovation paths

— Snapshot of Education & Training landscape for
workforce development

- SRA NIS WG3

u Cyber Security & Privacy Innovation Awards 2015 — Public 132 &

IPACSO

CYBER SECURITY

EC — DG CONNECT — Head Unit Trust & Security
Mr. Jakub Boratynsky
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EUROPEAN CYBER
SECURITY AND PRIVACY

INNOVATION AWARDS
e

G IPHCSU Cyber Security & Privacy Innovation Awards 2015 — Public

Innovative Cyber Security Product

.
IPACS0
Pripis EEEUSES . - - -
e o -

G IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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GuardSquare

The experts in mobile application protection

O

Our software makes mobile applications
Smaller
Faster

Secure against tampering

ProGuard is the open source industry standard

Google '

proguard android

Stackiraces von ProGud wieder normal machen

\ e g~

Zawra Android npun seandar Proud for bfuskering och cotenen
uuuuuuuu oz cna erstn Mol pazses,dnss in Nutzsr — ProGuard detyget foifer med Androi SDK: . \
i App graldeht. D A ha h o PoGus .

e

b
1= stackoverflow I
Tag nfo

BB L4 40 ME| Progeara.

- | ‘on de Proguard pour Android

"Google

SIEMENS {@-%7s~e

Thousands of companies, more than 1 million developers, more than 1 billion devices

3/11/2015
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d DexGuard is the professional industry standard

Revenue:

Hundreds of clients worldwide,
including more than 100 banks and financial institutions

DexGuard makes apps smaller, faster, and secure

Smaller Faster Secure
o
" = 'i -1
<
-
by shrinking by optimizing by obfuscating and encrypting
the code and resources the code and resources the code and resources
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GuardSquare is expanding globally

Lumeta

Cybersecurity Analytics:
Operationalizing Threat Intelligence

© 2015 Lumeta Corporation

3/11/2015
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Validate No Access to Known Malware C2

Servers

& Determine whether or not active security
controls prevent call back to known
botnet/command and control networks
and servers

E Findings
— Firewall rules are not effective at limiting
outbound sessions over risky protocols

— FirewallssINGFW/IPS/DLP solutions are not
effective at limiting or blocking access to
known bad networks or servers

» Also validates that threat intelligence
used in test is available to these control
points

— Security architecture is not uniform across -
the enterprise
* Multiple egress points where one or
more did not let traffic out

\
—pﬁg.T"u Lumeta-lPsonar

Threat Intel

C2/Botnet Machines

Enterprise r]
—%eﬁa.

Validate No Access to Known TOR Exit Nodes

TOR - The Onion Router/Dark Web Infrastructure

E Determine whether or not active
security controls prevent call back to
TOR exit nodes

EZ Findings
— Firewall rules are not effective at limiting
outbound sessions over risky protocols/

ports

— Firewalls/NGFW/IPS/DLP solutions are
not effective at limiting or blocking
access to TOR

» Also validates that threat intelligence
used in test is available to these control
points

— Security architecture is not uniform

across the enterprise (<1 \
« Multiple egress points where one or EgT)E LumetalPsonar
more did not let traffic out
TOR APIs/
github

TOR Exit Nodes

Enterprise r]
- Ererseprtiimeta

3/11/2015
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Zombie Hunting

E Determine whether or not any
trusted/enterprise assets are
malware infrastructure or part
of blacklists/dropnets/
Shadowserver/attacker lists

E Findings
— ldentified machines have
active malware on them

— The reputation service (if
subscribed) is not...

» Functioning as expected

» Implemented effectively

_;@?B Lumeta IPsonar

Threat Intel

Enterprise Network

Full Index of
Address
Space

Bad Known
IP Addresses

Lumeta

Internal TOR Relays/Bridges

2 Determine whether or notany

<HD
ﬁ ET’B Lumeta-lPsonar

trusted/enterprise assets are/
were acting as TOR relays/
bridges

E Findings
— Identified machines are acting as
TOR nodes, potentially for
nefarious purposes
» Botnet/zombie
* Malware

— Endpoint controls and network-
based security solutions are
misconfigured or not operating
effectively

TOR APlIs/
github

Enterprise Network

% € Correlate >

TOR relay
IP Addresses

Full Index of
Address
Space

Lumeta

3/11/2015
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T
o

Network Attack Emulation Solution

I
*

Enterprise Network

. Y —) 2 umeta
‘Malware 3 > Packet Engine
ISt e Attr.=XYZ
H : T LT =123 T
i Partner I e
! " 58 R Sensor
H . t
o) 4._5____2‘1292_
§ Server @ éP'ayTIo'a-d &nstruction”
1123 : Attr.=XYZ
. K DST=Sensor
®snunnnnnnnnnnnnnns? —
Netflow/PC
Intelligence-led test environment mimics the actions AP filter on

of cyber attackers with full traceability and reporting Attribute

XYZ for full

Use of Lumeta innocuous malware protects the end path details

user during testing

We are partnering with the Security testing teams

Lumeta

SenNTryo

Cyber Security for the Industrial Internet

Situational Awareness + Anomaly Detection + Security Management

Sentryo HQ | 66 Bd Niels Bohr CS 52132 69603 Lyon-Villeurbanne - France
+33 970 469 694 | contact@sentryo.net | www.sentryo.net

Laurent Hausermann - Founder Thierry Rouquet - Founder

laurent hausermann@sentryo.net
+33(0)6 171084 33

thiery.rouquet@sentryo.net
+33 (0)6 3267 4835

' ’ IPHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
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SENTRYO ICS CYBERVISION KEY TECHNOLOGY
The Sentryo ICS CyberVision workbench
Industrial Control i Implement preventive action to enhance petwork protection
Systems (ICS) |
. Dynamically build a
v
- ,‘::‘::ng,:.m,,z’;:: Take preventive Control
- - el decis| e Engineer
e HUEE B connections the situational
Extract metadata awareness
oo from the network
- ! . flow using passive i -
- sensors
m o . . Trigger incident
W Cita L } [ = e iaelnyete e response upon cso
and deliver statistical advanced
R Sentryo Sensars “mr h';a"::"ﬂ compromise
1 Hardware or software agents W“‘I s evidence ybares
| abnormal eve: to avold damage ybersecurity
| Execute remediation pian Export
entryo CyberVision Cente
Appliance (HWiVirtual) or cloud
senTtryo

SENTRYO ICS CYBERVISION SITUATIONAL AWARENESS

To secure your ICS you
need an inventory and a - . i Pt Conta 2
map 1

m  complete with all the
running assets (PLC, -
Switches, 10 Module),

= intuitive with an easy to B
use Ul,

= interactive to dive into
your ICS network and
annotate it,

m  automatic that will learn
everything from the
network,

SenTrLYo

G IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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Innovative Cyber Security Product

WINNER
OF THE

2015 [

EDITION
Ty

« |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
B ot

Real-time Risk and Security Intelligence

— -

_ Cyberlytic g

4 @CyberlyticUK

Stuart Laidlaw, Co-Founder

3/11/2015
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Today Next Year Thereafter...
|

&€ Cyber Threat Profiler

Triage Cyber Attack

Sophistication
Capability
Effectiveness
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Cyber Security £47Bn Global Market

ANTI VIRUS

’ S)"l11{111l€C

U McAfee

SECURITY INTELLIGENCE

¥ 2 DIGITAL SHADOWS

SCA .
| FE Cyberlytic
<© FireEye

@ DARK

b

THALES

afra]
CISCO

(D

QPalantir

P anpDianT

STATIC ANALYSIS (DEEP PACKET INSPECTION)

HARDWARE

Founded October
2013

Experienced Team

Grant funded
development

CSIT, Queen’s
University

Patent Pending

Product Trials
underway

Recruiting NOW

Clear Technology
Roadmap

Cyber Threat Profiler

||I 1 I}
l ‘ Iy
P g
Iy
) N e
f “”. ’

"'”lll'wm
| ]

Enable security teams to be
more efficient

Triage security alerts;
Reduce response times to
seconds

3/11/2015
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Complete EIS round

Build research & development

team

Conclude trials and product

sales

Navalnn ctratenirer nartnarchineg

Innovative Cyber Security Service

FINALIST

Tl SHUE
@ N 201> |-

T

G IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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The main dilemma of SME Cybercrime:

Average time before detection after breach : 205 days
% of hacks that would have been easy to prevent 1 85%
% of breached sites, a patch was already
- more than 1 year (!!) available 1 71%
WHY???
Problem

The ‘average’ SME'’s...

* IT is outsourced

« don’t know technically about cybercrime

« think their IT supplier acts and take care on cybercrime
HE DOES NOT ACT!

The ‘average’ IT supplier...
« do know about cybercrime
« do know how to technically solve problems

HE DOES NOT ACT because he can’t invoice the hours needed to solve
overdue maintenance to his customers!!

e ThreadStone

CYBER SECURITY

Thread3Scan
ThreadStnne

CYBER SECURITY
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Why ThreadScan:

- ThreadScan offers easy-to-communicate
Cyber meters (‘keep an eye on your

suppliers’)
ARE - Fully automated, periodic, online vulnerability
\(OO scanning on more than 70k vulnerabilities
? - Fast acti_o_n_, based on data, on (new)_
SAF vulnerabilities over (a group of) website
W owners
N \ - Reduce Abuses
= w - Enables_ IT suppliers to make money on
Cybercrime
' ThreadScan can solve the dilemma of SME
Cybercrimel!
Thread[2Scan

@ ThreadStone

CYBER SECURITY

Cyber Security Cyber Check
Example: ‘keep an eye on your suppliers’

LB

H

ThreadStnne

CYBER SECURITY
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About ThreadStone
TNO it
¥ HSD

* Founded in 2014 e

» Awarded with first place by HSD development fund =

* Partnership with TNO and WorldStream
- Quality approval current solution
- Future innovation

« Part of the National campaign on
www.veiligzakelijkinternetten.nl (safe internet for SME

companies) W e
« Partner of www.alertonline.nl (national campaign for SME MKB % kpn
companies) TNO 5
« Partner of KPN’s MKB Veilig proposition I

e ThreadStone

CYBER SECURITY

Innovative Cyber Security Service

PACSD | i
i 2019

QTN FRAMENORK R T SEQRTY
£ L5

G IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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) eclecticiq

INTELLIGENCE POWERED DEFENSE

We help achieve Applied Intelligence

Operationalize security Information Exchange

Empower Analyst Workflow and Collaborative
Analysis

Facilitate technical Integration

Manage Intelligence Content procurement

ISAC ISAO CERT SOC

FUSION CENTER INTEL PRACTICE

3/11/2015
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Company

H0lin Amsterdam. NL
Dpening in US and UK
Founded in 204

Co-maintainers of STIX / TAXII
Creators of OpenTAXI,
TAXII Directory and TAXII Stand

Team members previously at Dutch Intelligence
Services, Fox-IT, RIPE, iSIGHT Partners and

Team

Backbase.

6 FTE team
25 FTE by early 'IB

Security practices in the large enterprise

Threat
Management

= Early adoption

= Focus on external threat
= No best practices

= No technology enablement

= Problem: acquisition of threat
content

= Problem: workflow enablement

Incident Response

= Mainstream since 2010+

= Focus on incidents and risk
escalation

* Mature technology enablement

= Mature best practices

= Problem: Context during
response

Security Operations

® Mainstream since 2005+

= Focus on internal security

* Mature technology enablement
= Mature best practices

= Problem: Detection
= Problem: False Positives
* Problem: Prioritization

3/11/2015
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Innovative Cyber Security Company

FINALIST

IPACSD PRS2
Diunis BEPEAMCEE . — - -

T
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SPEAR-PHISHING PROTECTION SERVICE

Z910 | . IuE

WF NG -

18018F"
¢ lSDESCD
1B23AR2 380 a 5c3
/8F6IE07

. 1301“‘ ’)
C SIE‘J“J E NN
(o))
= 5i523AB3B @y >
FO 'BF6TE075

AR

VOTIRO SPEAR-PHISHING PROTECTION
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Innovative Cyber Security Company

WINNER
OF THE

2015

EDITION
T
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BALABIT

Yves Van Tongerloo
Sales Manager
Belgium|Netherlands|Luxembourg

The Contextual Security Intelligence Platform
POWERED BY BALABIT

|Log Management| |Privileged Activity Monitoring| |User Behavior Analytics|

®  User - Activity
n Directory —> Pl 35 Repository .
@ =
st 9 Behavioral 9
System S 3 Analytics =i —
m Logs @ z % § g
B din [ =
Application 5 El O s = E
CRpopleaton 5, 2 5 B W = 5
5 5 g 2
o 3 = 5
_4/\_ Activiy ~——> 8 ] @ B =
Monitoring @ ul = = 3 -
Q EN S Real-time [
S g Response
m API —
® BALABIT Third Party Integration
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Blindspotter for User Behavior Analytics
algorithms on top of all collected data

= Syslog-ng and SCB provide
Blindspotter offers

= Gather users’

= Build a baseline for
= ldentify in real-time

= Act immediately to

« Itis based on

© BALABIT Drill into threats

Risk-score activities

[ J Screen resolution change By

DBA restarts Oracle

Trainee logs in at 11 PM

;:‘ Trainee logs in at 9 AM al
5] |
R . -
> : .
8 - Video replay ‘g=
Risk factor 7

3/11/2015
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Innovative Privacy Company

]
IPACSD f
DS REALERN . - -

(IPHCSU Cyber Security & Privacy Innovation Awards 2015 — Public

§ liopa

LIOPA DEVELOPS UNIQUE TECHNOLOGY THAT
ACCURATELY IDENTIFIES A PERSON VIA ANALYSIS
OF THEIR LIP MOVEMENTS DURING SPEECH

The Liopa product will be sold into the mobile and security
biometrics marketplace, estimated to be worth $25Bn by
2020, to provide secure access to mobile and enterprise
computing devices and applications (as an alternative to
typing passwords, and for increased security)

nnovate UK Grant Number 102052
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Who Are Liopa? & liopa

* New spin-out from Queen’s University Belfast and CSIT
(Centre for Secure IT)

* Leveraging 8 years of research into
— Speech and Image processing

— Fusion of speech and lip movements for robust speech&speaker
recognition

* Management Team
— Proven track record in founding and developing hi-tech s/ware start-
ups
— Expertise in image processing, facial, phoneme and viseme analytics

— Expertise in software architectural design techniques and
development methodologies for highly resilient and scalable systems

The Solution & liopa

Analyses Speaker Lip Movement
» Verifies speaker identity
* Verifies spoken phrase (to prevent spoofing/replay attacks)
Process
* User enrols by speaking and Liopa ‘learns’ their lip movement profile
* User subsequently authenticate by speaking random challenge phrase
* Algorithmic comparison performed to validate user identity
Implementation

Will work on any device with a standard camera (no additional h/w
needed)

Will run in the cloud, on-premis or on-device
SDK for embedding verification into 3™ party application, device or service
Deployed as sole authentication technique or in “multi-modal” solution
* Timeline
* Downloadable beta App & SDK November 2015
e 15t Commercial release Q2 2016
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Use Cases & liopa

User Authentication
Mobile Device Access § tiopa
Mobile App Access (e.g. banking app)

Remote or personal device (BYOD) access to Enterprise
assets

Online retail transactions (on behalf of payment
providers)

Online access to eGov/Healthcare services
Physical Access Control, Time & Attendance monitoring

Visual Phrase recognition

* Supporting technology for speech recognition platforms
especially in mobile or noisy office environment

* Voice-based intelligent assistants — cortana, siri
* Dictation systems

Competition % liopa

Viseme based technique is unique to Liopa and offers distinct
advantages over popular biometric authentication techniques

Fingerprint
Ease of Use

Accuracy

“Liveness”
Detection

Additional
Cost (H/W)

Current
Market
Share
Liopa’s unique IP is based on 10+ years of research at Queen’s

Patent process has commenced Q3 2015

3/11/2015
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‘ ° ) OPACITY
v

Enhance your enterprise’s
reputation by being transparent

Privacy Protection in EU Law

Lawfulness Consent Purpose Binding ETF]
{b) for the performancs of a - Compatible with the inimi :
{7 pemsmpuili oy et O one consented to Minimisation
(€)for 3 task carried out in the publicnterest, or — Anonymized

- Principle is mostly
unknown outside EU — Erased after use
- It is inhibiting Big Data
applications

Rights of the Data Protection Accountability
Individual and Security = Audit
g | — Access — Responsibilities

naips (S ST, [ pock )

b MR o ‘ I A — Cooperation with DPA
B e e — Withdraw

E e = |
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What is Opacity?

omputer security
Privacy

=>» Auditability
=» Trust & Reputation

Consignment number CH: "

E- =

Dpate Time
Mon 27.05.2013 17:1
Mon 27.05.2013 17:19

Mon 27.05.2013 17:18

Event
Mailed

Arrival at border point of origin
country

Oeparture from border point of origin
country

Processed by
Swiss Post SINGAPORE
Swiss Post SINGAPORE

Swiss Post SINGAPORE

—

ey

1+ Trackns | Troch by Swpars Retarssce

Sat 01062013 12: Arrival ot border posnt of destination  BEBRUA Track Using Personalized Shipper's References
ountry
Mon 03.06.2013 20:26 Handed to customs BEBRUA s - s n
Tue 04.062013 20:48  Handed to customs eesaua .
Tue 13.06.2013 16:55  Released by customs ee
Wed 19.06.2013 07:33  Sorting Express i im0
RSORS00 Diiiere oS Wayhill 12832412 frae,Agri 13,2962 0230
2 Soena e e o e e’ o k. sk
2 oyt e Y

dbposl

R 522012 g

overricht van do rending : BPACK 240 PRO

E-Tracker

e T

2 Cepated Fachy m OELH REW OELK) o

Topain Fachy » AST WOLANDS - X

P — Location
S Pucesses EASTVELUES UK

aran e
s svas Tuendag,Aped 16,3812 Tme
3 et Facy R BOSTON 454 2
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OPACITY

Innovative Privacy Company

WINNER

el S0 B

AWARDS EDTON [
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Winner Startup World London '13

Winner Norwegian Young Technology Award

CRYPHO

End-to-end-encrypted messaging and sharing
for high-security environments.

Winner: Tech Trailblazers Security Prize Europe

3/11/2015
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Crypho  # Conversations 2 Invitations 1 ~ Help and support.

< (@4 Anvie Yeung -
) Conversation with Steven Reid, Alan Smith, William Kennedy

Online members

[

Annie Yeung
Steven Reld has joined the group, Invited by Alan Smith
Alan Smith
Alan Smith
Annie, Will, Steven. Great to see you all
This should let us communicate easily yet freely. ﬁ. Slessnsld

Annie Yeung
Thanks for inviting us, Alan. This looks like a useful tool. & Offine members
And all the messages are end-to-end encrypted so only we can read them?

€5, Willam Kennedy
Alan Smith L

Yes. Strong end-to-end encryption. Both messages and files are encrypted and confidential.

Steven Reid

That is useful. So we can share confidential data? Even the things the legal department restricts us from sending in email? Even as we are in different
companies and on different networks?
That is great!

Willam Kennedy

Excellent! Thanks for inviting us, Alan.

I'll share the weekly numbers file here, then, instead of the usual courier.

William Kennedy shared the flle
Confidential_numbers.por (&)

Annie Yeung
Thanks, William.

message... e
Leave

conversation

End-to-end-encryption

All messages and files are encrypted before they
transferred over the network. They can only be
decrypted when they reach their intended recipient.

Only you hold your encryption keys, not even Crypho
staff has access.

(0

2-factor-authentication

&

No data stored Hosted in Europe
unencrypted under European Law

All information transferred or stored is encrypted with AES with random 265-bit keys on your phone or computer before being
transferred over the Internet. Crypho’s staff never handles or has access to your keys. Key exchange happens through elliptic
curve cryptography (El Gamal ECC). Additionally, all communication runs through TLS to safeguard against potential man-in-
the-middle attacks

3/11/2015
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CRYPHO

Geir Baekholt

baekholt@crypho.com

N
] g
N P i[9 57

nology Accelerator

P11
]

KASPERJKY2

E

oc|

S STARTUP WORLD

TECH
TRAILBLAZERS
Winner Startup World London '13 Winner Norwegian Young Technology Award Winner: Tech Trailblazers Security Prize Europe

o p *@’ $2
== ook (o

ROSING

ICT Security Innovation

g
o Jtiiy 2015

PO RIS KR LT SERTY EDITION 4 Speaee & espion
e =
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HiCrypt™ 2.0

i

10/22/2015 Peter Liebing, Head of Sales & Ma.rketing

How you should encrypt your data:

» = =

slk238finlkdLO3LOMXN3SMOLECkemridsk
MMPS&edpSmcklisder3miao3smmMmIs]
4ioSjicmcOAspdend596Niidouv49mclaiod
pocimcdiepo30kidkéaiomLjahrifnwnaal

wu3nck29186nnllsNBAmaliei3nmeldsidije
45502pmxmAKLDmdmrbIULSislk238finlikd
LO3LOMXN3SMOLECkemri38KMMPSdGe4

psmcklisder3gmiao3smmMIsI4iosicmc®d
Aspden4s9éNijdouv49mclaiodpocirmcsit
joweiowenj3i8dfni231Jlidjo4ndskpidocmrd
sakjsakwik389dnlanLAGDN9SNsECinai34

Monogir;Direc’ror . . - Administrator/Provider
With HiCrypt™ 2.0

10/22/2015
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Function of our encryption software

Computer

10/22/2015

The user assigns a key for drive S:

RALS EANRABSRARHIR is read
or written over drive S:

is encrypted or decrypted
automatically.

It doesn‘t matter, if drive S: is connected
with a local hard drive, server or
an ONLINE drive in a cloud!

fa @

What is the alternative?

WWW.STORRO.COM

»local" storage

»server" storage

»~Cloud" storage

3/11/2015
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AV

0‘.0 STORRO

s Hirroof

Secure sharing You have full No additional IT
and storing control support

Just you and your contacts have the keys...
and no one else.

WWW.STORRO.COM

AV

0‘.0 STORRO

2 e X

Technology to Technology to Technology to
compartmentalize encrypt decentralize

Your files are not located at 3™ parties...
nor can they be accessed by any.

WWW.STORRO.COM
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AV

0‘.0 STORRO

H O @

Automatic Endless revision Permanent audit
back-up control trail.

Your files only come in the hands of those
for who they are intended.

WWW.STORRO.COM

U7

STORRO

You are in control!

To be launched beginning of 2016. Stay up-to-date via storro.com
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TANKER

Data encryption for
SaaS & Cloud applications

Value Proposition

Tanker is an APP that encrypts all the data of
your cloud apps directly on your device

( ) )
- Dropbox
Google Apps [ Office 365 ~
@8 Exchange - ~
S Akassian
| 4= slack QHipChat
( \ J
salesforce yammer:
\ ([ $BGoToMeeting
wel ili
- L bex () twilio )
Allow third parties to secure their
applications via Tanker
.
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Our "Pay As You Go" model allows companies to gradually secure
their business applications

ARPPU *

.+ B GoToMeeting

25€ / workday.
<)

.

20€ L Yammer< API
L7 slesforee
/” \.("RA Set up of a
g I||||I Intercom™ A, developer

e “Izendesk | platorm
-~ QHipthat webex
--=""" 1) Office 365 @ =vernors @ twilio

-7 ,’
10€ Gl s uw; box wsex &

Applications connected to Tanker

* Average Revenue Per Paying User (per month)

&8 enigmedia

Juan Luis Moreno,
Legal Manager

www.enigmediasecurity.com

3/11/2015
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Each User fully control his network

Telcos:
Connectivity

Manufacturer:
HW

Enigmedia:
Control and Security

SW Companies:
Services

We provide users’ full ownership and we
let them grant secure access only to those
services & devices they wish.

They compete to get control over
user’s to build a platform.

How we do it?

We have discovered, implemented and patented a new method of encryption,
that is 160 times faster & more efficient than current Standards,
ready for market adoption.

PERFOMANCE PORTABILITY SECURITY CERTIFIED
95% less CPU No specific 252 bits of seed Laboratories, Researchers,
consumption hardware required — customizable Universities, CC certified

than standards
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-

Platform B2B Internet of Things

We are working in this vertical: First Product Most value for our tech:
Brand -Easy approach -Revenue 10T - Critical Infrastructure - Satellites

B2B Platform (audio — video — IM)

v/ Stand Alone Solution

/ Customers do not need to trust us as a
Security Provider

 Allows engage new users to the system
even when they are outside the Company

[M]
o
3
g
3
o
=3
o

== B enigmedia

I
0 [ -  Performance
&y ‘
’ Adaptative :
50% BW Savings audio Secure IM Open Network Ownership

3/11/2015
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Multi-layer analysis
Reverse engineering

Automated role building

Comply privaty regulations
o -

Innovation Leader Product Leader

Access Control / Governance o W, Access Control / Governance
for SAP environments \\\‘._ — 'f, for SAP environments
July 2015
uly ARG S\NNO:’ATOR July 2015
S ——
O 32015 £ Johan Hermans
-
g Qrcae o
Review SOLUTION PROVIDERS g 20 johan.hermans@gsi-tools.com

(@YW Introduction
Two Core Elements in SAP Application Security

Key questions: | Transaction codes | Authorization Objects |

How many ... exist in an
SAP ECC 6.0 system? - B
I Purpose? I I
| Transaction codes | Authorization Objects |
Typical reply by security 20.000 A multiple of 20k
administrators - 1
| Purpose? | To manage access rights | To restrict on organizational
levels
| Transaction codes | Authorization Objects ?
Reality + 150.000 1.000 s
- - for “R/3” functionilitl 77%“
I Purpose! I Only first line of defense I To manage access rights :é

3/11/2015
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Demystification — SAP Security

parameter
transaction
codes

SERP
SARP

other
transaction
codes

menu command
fi

\ Transaction |
Code

eld

3/11/2015

l

l reporting trees

™
>

ABAP
Programs

custom
transactions
ABAP programs

SE16/SE17
SM30/SM31

RFC

Csl

riable  Query Description
FADPRA Mazintain A/P Payment Run
Profile (causing)  Role (causing)
FROADDRA ES5FANXKADDRE
kmsxa S995KKXXBASER
Profile (causing) ' Role (causing)
FROGADDRA | SSSFIOOXADDRA
FXXXXAPPRA SSSFEHADRRA
FHIHADTRA | SOSFENNXADPRA
FEKNEAETRE S5SFEMXHAPPRA
Profile (causing) Role (causing)
FHHNHAPPRE | SSOFRMXKADERA
FEKNEAETRE S5SFENXHAPPRA

SXXHXBASER

S5535KXXKBASER

Confidentiality
Integrity
Availability

uery vi
E Lastused

7 032012
¥ 032012
deg\ fhsing)
Fi10

FBZ0

Fezs

FOTA

Objec

Fre| |euk
Fre{ |koa
s DAl BET

E
i

EHElE

ariant

¥ |Has Authorization

i

Lastused
0372012
0272012

0302012

=Ththorization
PRAOT
SCOCAPPRADT
SIOCOBASEADT

OO E <

Executed T-code|

™ Frequency|

m

w 74 M

_Hde (zssigned)

) & @3’2{)12 26112012 311249998 [

| S352-XEXE-AR CLERK

Morm

In depth analysis of the causing:
our multi-layer security approach

B © CSI tools. All Rights Reserved.

Reason code Sox classificatio  Logical system

NC S0X_H

m =

e

¢ E Lastuse Valid from

DEMO

Valid until €
-

© CSI tools. All Righ__ ..___. . __
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(@=1ll Access Governance: Automate Role
Maintenance: who — what — where!

m Organizational perspective \&
m Define Requirements on data level WHAT
m Define Requirements on process level
B System perspective
B Codify the WHAT requirements
m Codify the WHERE requirements X
® Build all SAP roles fully automated WHERE
B Assign roles using business language

18 WerkBosk: Domen weekbock

5
-4
=

)
2
Beigum <
B0
aeo =
2 Angees a0 8
u G [ gog - THa o
et — S
® UK. 5D o
@ P France K WOWRS  Cortromng Area i I g w0 o 3 ELRr
@ YT - TaskWorkbook - Type 2 M WERKS Plant C HUB 0 00 00 0 [
. w[a]e . 300 i 2

Marc Vanmaele
Oct 2015 =5

TrustBuilder Identity Hub
Smart bridging of the identity cloud
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SecurlIT Company Overview

Created in 1999 and privately held
Offices: I I Gent

Amsterdam

Beacon Award
Winner 2012
————

New York

Partner Eco system

Product activity Project activity
Software Editor + Focus on IAM solutions
VC funding * +40 consultants on IAM
TrustBuilder® Identity Hub + +50 successful Projects at
Large Enterprise Customers

builder

RUST

Serving 30 Mil users

www.trustbuilder.eu Outstanding Securty Sotion

20 © 2015 SecurlT k IT

Challenges of a rapidly changing environment

- ak

BUSINESS STRUCTURE

Policies

L

Rigid - Internal Agile - Connected

Bridging
the
Identity
Cloud

Anytime, Anywhere - Context

The raising importance of B2B

AUTHENTICATION - ACCESS
. XaaS / CLOUD

Versatility

_. Flexibility
il © TP y Transparency
R et
Assurance, TCO, User experience Services & Identity
o1 © 2015 SecurlT wurl T

3/11/2015
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The Future of Authentication & Authorization

| Policies l

Context

Directories

user Authentication " o
o Auhaizlie Service Providers
Identity Providers

Additional Attributes

Runtime decisions based on Policies and
) information delivered at runtime — not
static Access Controls

Credentials

——
\

Martin Kuppinger, KuppingerCole Analysts

2 © 2015 SecurlT Secur IT

Risk-based

Context

Directories
User

—
\ J

Dynamic Service Providers
Identity Providers

Additional Attributes

T
[eee )

Martin Kuppinger, KuppingerCole Analysts

© 2015 SecurlT SecurlT

N
IN]
o
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TrustBuilder Identity Hub: the big picture

—_—

Local 31 Party Cloud
Authentication Authentication Authentication
Username/Password Vasco DigiPass elD Fedict
One-Time-Password Gemalto Google+
Certificates Safenet Facebook
Out-of-band RSA LinkedIN
ll 2|
e m—
Mobile Apps
TrustBuilder
) Repository
TrustBuilder TrustBuilder
4 (API) Gateway Policy Engine
Browsers
‘ Service Providers ‘
B28 ‘ ‘
Application Server Application Server ST
Off-the-Shelf Adobe EM s;"":'::g;;"
‘WorkD:
Local [Local] i
Common Federated Cloud
Applications Applications Applications
204 © 2015 SecurlT

Some SecurlT Customers

.l BNP PARIBAS
X, FORTIS

ING ;:Sé@
HONDA

simply eloser

Rabobank

W/@) ROBECO

O Senato
della Repubblica M 4 _ﬁ u...“.(s.,q%
ABN-AMRO GOV entdrparcs 9 —
Ahold -~ eslos
O ACERTA QLIBERTYGLOBAL KLM =l
WINCOR & Neste BC
NIXDORF

Great-West Life Invented for life
ssumance cousar

__@BoscH N\ p

@ upc

Wifestpac
&7 oree

achmea o
il Dienst Uitvoering Onderwijs

2850 Ministerie van Ondenwis, Cultuuren
225 Wetenschap

Telejomica

© 2015 SecurlT

o BRITISH AMERICA
X ToBacco
T - -Mobile- &

o 4 delta lloyd
bpost

BANCA

ANTONVENETA
% UBS proggimus

VDAIKIN

r|m0|ne
MANAGEMENF
associis

Van Lanschot ’i’ Bankiers
a7

IT

X

¥ apg

tomorrow is today

©
MACIF

//Portigon

Financial Services

& Santander =l Hutchison
de lage landen @

Telecoms

IT
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nue

SECURITY BEYOND PASSWORDS

Access Security Solutions
for loT use cases

o |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
e

loT use cases

Online

Someone requests an operation

From an App federated
to an loT Cloud or Gateway....

with the loT

From a connected ‘thing’
(e.g. a car head unit)

If this operation is sensitive (safety, privacy...) or requires explicit user
> consent, the loT Cloud or Gateway triggers a step-up authentication

request to the credential server

The legitimate user is notified and prompted to give — or deny - his consent (via a
seamless strong authentication) on the appropriate interface, such as

L-‘-_-‘ ﬁ
provider App A ‘thing A wearable...

The loT Cloud
( IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public

A web browser
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UM Labs UC Security Platform

Peter Cox
CEO and Inventor

October 2015

Why UC Security Innovation is needed

« VoIP and UC Services are
growing

« All services run on IP networks

- Little or no awareness of the
security threat

- Existing IP security
technologies are a barrier to
deployment

« Telco technology (SBCs)
designed for peering, not
security

« VoIP and UC Services
specifically covered by EU
compliance regulations

MarketsandMarkets expects
the global mobile Unified
Communications and
Collaboration market to grow
from $5.15 billion in 2014 to
$17.38 billion by 2019, at a
Compound Annual Growth
Rate (CAGR) of 27.5% during
the forecast period 2014 —

20109.
G

3/11/2015
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The UM Labs Innovation

« UC Security Platform

combining proven IP
Security technology
with innovative
application and
content Security

« Specific functions to
simplify deployment
and interoperability

Disruptive Technology

Proven IP

Security
7 ~

Network Security

Content Security

e Call Privacy

Application Security

e High Level DoS attacks
e Call Fraud

e Low Level DoS attacks
e Port Scanning

Innovative
Compliance Application
Security

Cloud
Deployment

\

Multi- Solve
vendor Deployment
Interop JESVEN

Multi-level
Security

3/11/2015
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|

Commercial Proof Points

- European National Telco, UC Security as a
service

- Bull France, back-end service for encrypted
mobile devices

- nfon AG/nfon UK, integration with Microsoft
Lync

- Many legal and financial institutions

¢

~catruunsecurtty...

THE PROCESS OF SECURE SOFTWARE

c IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public 233 R

3/11/2015
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Countermeasure progress can be tracked through
IriusRisk itself, or an issue can be created on a defect
tracker.

Countermeasure Details Test

Name® Use prepared statements for all database queries

Rejected Cost Reference * Defect ID
tow [J CWE89PREPARED

Roquired

Implemanted

ey INCIUGING Queries through an Object-Retational mapper should always be mad
Croa!mq queries by concatenating strings using untrusted data may result in vulnerable code, fo

Description String query = "SELECT user FROM users H'HEN:Z name = .
+ request.getParameter(“customerName” )+ 3

4 Edi @ Enlarge

OWASP-ASVS-Level-2-5.10
OWASP-ASVS-Level-3-5.10
OWASP-ASVS-Level-1-5.10

[} Add standard

Standards

e
PACSO
il AR

G IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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®
ﬁ DO C RAI D zero knowlege enterprise file sharing and email encryption

Security concerns limit the use of cll DocRAID® protects your enterprise against

&
services. threads in the cloud.

DocRAID®

File sharing and collaboration with
maximum security - made easy

Zero-knowledge-policy
Separates content from operation.

Integrates with Microsoft Outlook®, file explorer,
web browser and any mobile device.

®
ﬁ DOC RAI D zero knowlege enterprise file sharing and email encryption

Industrial espionage -‘ Share information, documents:

Information security W teams, customers, clients,
Compliance suppliers, contractors, ...
IT Security Any device, anywhere

Legal frameworks Integration

5

3/11/2015
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ﬁ DOC RAI D zero knowlege enterprise file sharing and email encryption
Information protection by design - IT security and compliance for all devices, all the time, everywhere

Multi award winning security features — fragmentation, encryption and redundant distribution

Europe,
Germany,
Holland,
Belgium,
France,
Italy,
Spain,

B= Outlook

Company server: from 10€ per user/month
el E @ @ concurrent licenses / on-premise / off-premise
-
e — : i Private account: from 10€ per month

Join DocRAID now at www.docraid.com
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BDocRAID®
T

Thank you!

DocRAID® Meet us here:
ContentPro AG

Wilhelm-Kabus-Str. 25-31

10829 Berlin Sta rtuncon ’

Germany

Tel. +49-30-60 9898 062 K8In, 22. Oktober 2015 /

Contact:

Dr. Guinther Hoffmann
hoffmann@docraid.com

Berlin, 10. - 11. November 2015

Privacy or Cyber Security Innovator

.
IPRCSO e
M 2010 [

( IPHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
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REDSOCKS

malware threat defender

REDSOCKS

malware threat defender

RedSocks is a Dutch IT security company specialized in detection and fighting of malware.

With a focus on flow-based monitoring of outbound data traffic.

The critical information is compiled by the RedSocks Malware Intelligence Team. The team
consists of specialists whose job it is to identify new threats on the Internet and translate them
into state-of-the-art malware detection capabilities.

119



3/11/2015

) ReDSOCKS

Most security measures focus on preventing infections

Gk
—{D
(m]
Gk
—{D
(m]
Gk
—{D
(m]
@k
-{D
(m]
@k
-{D
(m]

PREVENTION

|

Sty

RedSocks: your network is already infected, so focus on detection!

Qf
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REDSOCKS

RedSocks Malware Threat Detection unique Solution

R
N

FOCUS ON FAST NEAR NON SCALABLE MAXIMUM DATA
REAL-TIME REAL-TIME INSTRUSIVE PRIVACY RETENTION
DETECTION (1SECOND)
UPDATE FREQUENCY 48 TIMES PER DAY MONITORING NETFLOW IPFIX NO DATA LIMITS NO BACKDOORS
MORETHAN 1 MIO MALICIOUS INDICATORS 12 MONTHS FORENSIC SOUND STORAGE OF
EVERYTIME DATA
SEVERAL MINUTES

REDSOCKS

t defender

RedSocks as a Compliance & Insurance solution

: A @ @ @ @
FOCUS ON FAST NEAR NON SCALABLE MAXIMUM DATA
REALTIME REAL-TIME INSTRUSIVE PRIVACY RETENTION
DETECTION (1 SECOND)

PRIVACY REGULATIONS EU

24 hours —72 hours Privacy 12-36 months forensic

CYBER INSURANCE

Damage Control (from 205 days to several minutes)
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Privacy or Cyber Security Innovator

WINNER

EDITION
o'eT

« |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public
b et

Decisionmaking
while protecting
privacy

dan.bogdanov@cyber.ee
baldur.kubo@cyber.ee
https://sharemind.cyber.ee

CYBERNETICA sharemind
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Technology of
Cyber‘neticaghraﬂmse mDitﬂrdhas worked on

security technologies for 20 years-

« Sharemind is based on our breakthroughs in
secret sharing and secure multi-party
computing-

- Secret sharing provides cryptographically
private. distributed storage encryption-

- Secure multi-party computation allows
Sharemind to process encrypted data-

o
sharemind

Sharemind protects
data at the source

Separate hosts — no central control or key -
sharemind
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Sharemind protects
data 1in the analysis

o :
sharemind analytics

gl

Decryption possible only with host consensus
 sharemind

PRIST:Privacy-Preserving
Statistical Study on Linked
Databases

Education and tax records were
encrypted by organizations

Statisticians learned  Queries and owning the data.

only what the three ~ "#5POnses ]
hosts allowed them to.
Estonian Estonian Education
Problem Infor m:ﬂ;noﬁty;ﬁoms Information System
slalemem
Ministry of
Education and
Research
Study
Study Statistician Mumslry of Finance Register of
cuat_?[r)ler (Centar) IT Center taxable persons
Estonian Tax
No single organization had and Gustoms
the encryption keys for the B o
confidential data.
Cybernetica : sharemind
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http://research.cyber.ee/sharemind-web/video/private-statistics-with-sharemind.mp4
http://research.cyber.ee/sharemind-web/video/private-statistics-with-sharemind.mp4

3/11/2015

Innovative Privacy or
Cyber Security Research

FINALIST
OF THE

2015

EDITION

3UeT

o |PHCSU Cyber Security & Privacy Innovation Awards 2015 — Public

n-Auth

Usable, secure and private authentication

G IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public 255 %
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Business risks by the use of mobile devices:
A decision support system of best practices

for policy, roles, responsibilities & instructions
to mitigate cyber risks

Trijntje van Dijk MA MLD MSc: Saxion '?U Delft %&3&"
t.vandijk@saxion.nl

e

Csec: Promotor Prof.dr.ir. Jan van den Berg: DUT, LU
Csaf: Promotor Prof. dr. W. Ph. Stol: OU, PA SA:?{EON

RM: Lector Wilbert Rodenhuis, Saxion

Kom verder. Saxion.

Search, phasing, deliverables

Main search:

What factors make employees adapt to
policy,

responsibility and

protective behaviour?

Year Phases Deliverables
2015-16 1-2 Problem Problems in policy, roles, responsibilities,
identification, instructions;
define objectives of | Factors affecting wsers’ behaviour.
a solution From Drinking Water, Water Defence, Food
Chain, Banking (3), Education.
207 3 Artefact A set of best practices supporting decision
making
2018 4-5 Demonstrate, Testing in 5ix contexts,
evaluate mainly from the critical infrastructure;
Data and evaluation report.
2019 6 Communicate Publication* }

SAION

3/11/2015
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Theory and framing

1 Cybersecurity: NATO & Delft
conceptualization socio-technical layer
with critical infra domains (VandenBerg)

2 Quality: ISO 27001: policy, roles,
responsibilities, instructions

3 System: System design science &
phasing & products (Hevner, Peffer)

4 Risk communication: protective behavior,
information seeking (Aizen, Griffin) e

inpknanted

AX_AdFactsheet_:
T > N 4 3 &
IDENTIFY DEFINE DESIGN & DEMON STRATE EVALUATION COMMUNICATE
FROBLEM & OB IECTIVES OEVELOPMENT on
MOTIVATE oF A Observe how
soLuTon Find suitable a Schalarly
Defina problam context puBlications
. what would a Artafact Option itarata
Show better artefact use armfact o back to design professional
importance sccom plish? solva problam publications ‘
Inference Theory How © Metrics, _{-
Knowlodge Anaiysis oisciplinary
knowledga knowladge

|
Key differentiators

Urgency: business problems, NIAS, NCSRAII,
science knowledge gap

Product requirements
A behavioural decision support model
A tailored need & supply risk communication
A business-employees setting
A cyber setting

Critical Infrastructure as source and test context
Drinking water, water defence, food chain, banking

Trans disciplinary
Technical business security & Human behaviour

SAEION

International network recognition
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Network
ASIS
ey

André Richier

European Commission
DG for Internal Market, industry, Entrepreneurship and SMEs
Unit for Key Enabling Technologies, Digital Manufacturing and Interoperability

General (ret.) Dick Berlijn
- Senior Board Advisor
European Commaee for Standarazavon N Deloitte Executive Office
Comité Européen de Nomalisation \
Europlisches Komies fur Normung

3

@ CEPIS ) .
o i Twente Safety & Securty

- ~
2ifip FUDelft 8 SAKION

Privacy or Cyber Security Innovator

fos
IPACSO
Ol Z012 |
e 25 =

Q IPHESU Cyber Security & Privacy Innovation Awards 2015 — Public
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Project Turris

Research project helping to protect home networks

Martin Strbacka martin.strbacka@nic.cz

CZ .n IC | %GE\)S%@ N www.turris.cz

How the Project Turris works?

Complex secure ecosystem consisting of 2000 pcs secure-by-design
routers (probes) and Turris Central

l/ Q ATTACKER

PROBES
PROBE

TURRIS CENTRAL
TURRIS TEAM N
+
CSIRT.CZ o
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Project Turris outcome

* We found:
T 1 = * 2 botnets consisting of SOHO routers
TT!zT * computers connected to Zeus botnet
\/L: </ * malware in 2% of home networks

i

* ISPs breaking net neutrality

* Cooperation with Synology on analysis
of Synolocker malware

* Statistics, IP Address Greylist, Open data

And also...

...we have learned how to
make hardware

Turris router main features:

A (D

Open source Performance Security
Open hardware running Most powerful SOHO router Secure default configuration,
free operating system by the time of its release easy setup and automatic
based on OpenWrt updates

Not intended for market. We wondered how to satisfy demand on it...

130



3/11/2015

!\‘ BRI:;;NIA

More than just a router

Spin-off of Project Turris

Coming soon to Indiegogo

For now visit omnia.turris.cz

R
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